Recommended Knowledge and Skills   2

Microsoft SQL Server 2000 Management Pack Guide

Microsoft SQL Server 2000 Management Pack for Microsoft Operations Manager 2007, 2007 SP1, 2007 R2

Author: Brenda Carter

Program Managers: Tom Keane
Published:   September 2004

Applies To:   Microsoft Operations Manager  2007, 2007 SP1, 2007 R2
Document Version:   Release 1.0

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication.  Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only.  MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user.  Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document.  Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

Unless otherwise noted, the example companies, organizations, products, domain names, e-mail addresses, logos, people, places, and events depicted herein are fictitious, and no association with any real company, organization, product, domain name, e-mail address, logo, person, place, or event is intended or should be inferred.  
( 2004 Microsoft Corporation.  All rights reserved.

Microsoft, MS-DOS, Windows, Windows NT, Windows Server, Active Directory, ActiveSync, and Windows Mobile are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners.

Acknowledgments

Technical Reviewer: Raynor Christianson
Managing Editor: Sandra Faucett

Contents

5Recommended Knowledge and Skills


5Overview of the Microsoft SQL Server Management Pack


5Management Pack Monitoring Scenarios


8State Monitoring Definitions


9Tasks


10Reports


11Management Pack Views


13Agentless Monitoring Support


14Deploying the Microsoft SQL Server Management Pack


14Upgrading the Management Pack


15Dependent Components


16Collecting Service Discovery Data


17Configuring Monitoring Scenarios


34Setting Up Reporting


37Configuring Public Views


41Configuring Agent Computers to Run in Low Privilege Scenarios


44Operations Tasks


45Daily Tasks


46Weekly Tasks


46Monthly Tasks


46As Needed Tasks


47Troubleshooting


49Technical Reference


49Computer Attributes


49Computer Groups


49Notification Groups


49Task Details


51Scripts


59Management Pack Rules





Recommended Knowledge and Skills

To deploy and operate the Microsoft® SQL Server™  2000 Management Pack, it is recommended that you possess the following knowledge and skills:

· A working knowledge of the Microsoft Operations Manager 2007, 2007 SP1, 2007 R2 monitoring features.

· Be familiar with the recommended process for deploying Management Packs as described in Chapter 6, “Deploying SCOM Management Packs,” in the Microsoft Operations Manager 2005 Deployment Guide.

· Have an administrative and working knowledge of Microsoft SQL Server 2000.

· Have a working knowledge of databases and Transact-SQL.

Overview of the Microsoft SQL Server Management Pack 

The Microsoft SQL Server 2000 Management Pack provides both proactive and reactive monitoring of SQL Server 2000 in an enterprise environment. Availability and configuration monitoring, performance data collection, and default thresholds are built for enterprise-level monitoring. Both local and remote connectivity checks help ensure database availability.

This guide was developed with the September, 2004 version of the Microsoft SQL Server 2000 Management Pack. Ensure that you are using the most recent version of the Management Pack by going http://www.microsoft.com/downloads/en/details.aspx?FamilyId=653D9FB9-B1C6-4702-A152-99852DCB2772&displaylang=en
Management Pack Monitoring Scenarios

Table 1   Management Pack Monitoring Scenarios

	Scenario
	Details

	Enterprise configuration support
	· Multiple instance aware

· 100% cluster aware ( Active/Passive and Active/Active)

· Monitors SQL Server 64- bit edition

	Service and database availability and health
	· Availability of SQL Server

· SQL Agent services

· Full Text Search service

· Alerts on databases in suspect and emergency states

	Database connectivity
	· Local connectivity

· Database connectivity issues

· Port bind errors

· Configuration errors

· Protocol problems

· Corrupt system databases

	Remote connectivity
	· Connects to SQL Server remotely to simulate the client experience

· Tests database response time with custom TSQL query

· Evaluates intermediate network connectivity

· User-defined criteria:

· Query to execute

· Database to query

· Response time

· Client computers

	Database space
	· Intelligent free space monitoring monitors the remaining space in all databases and transaction logs

· Files and file groups aware

· Enterprise adjustable warning and error thresholds

· Separate threshold for:

· Logs and databases

· System databases

· TempDb

· User databases

	Service pack compliance
	· Check computers running SQL Server for compliance with a minimum (user-defined) service pack or hotfix level

· Generate success and failure alerts for auditing

· Service Pack and Compliance Reports display version, build, and service pack levels

	Configuration monitoring
	· Alert on configuration inconsistencies in your enterprise for each database, including:

· Auto Close

· Auto Create Stats

· Auto Shrink

· Auto Update Stats

· Cross Database Chaining

· Torn Page Detection

	Blocked processes
	· Monitors blocking system process IDs (SPIDs) based on a blocking duration threshold time. Alert details include: 

· Blocked SPID

· Blocked by SPID

· Program Name

· Block duration

· Login Name

· Database Name

· Resource

· Topped blocked report allows further drilldown on data including top blocking users, application, and average blocking time

	Replication monitoring
	· Monitors the health of SQL Server replication and alerts on replication failures

	Long running agent jobs
	· Job run time measured in real time and compared against a predetermined threshold

	Security monitoring
	· Monitors SQL Server security and audit events:

· Denied administrative functions

· Single user mode startup

· License compliance

· Shutdowns

· Configuration problems

· Collection of audit data

· Successful and failed Logins

· Trusted and untrusted connections

	Backups and jobs
	· Failed SQL Agent Jobs

· Job corruption

· Failed notifications

· SQL Mail problems

· Failed backups

· Full backups

· Incremental/differential backups

· Restore errors

	Server performance
	· Poor disk responses

· Excessive SQL process CPU use

· Deadlocks

· Excessive user connections

· Schema specific performance problems


State Monitoring Definitions

The Microsoft SQL Server Management Pack provides red, yellow, and green state monitoring based on the definitions detailed in the following table. 

Table 2   Management Pack State Monitoring Definitions 

	Item
	Green
	Yellow
	Red

	Agent
	Running
	
	Not running

	Connectivity
	Connectivity checks are passing
	Unable to determine connectivity, most likely because the SQL Server service is not running
	Connectivity checks are failing

	Database Instance Health
	Health indicators are within normal ranges
	Unable to determine database health, most likely because the SQL Server service is not running
	One or more problem state has been discovered

	Database Space
	Free space is within healthy margins 
	Free space is within warning margins

--or--

Unable to determine free space, most likely because the SQL Server service is not running
	Free space is within critical margins

	Transaction Log Space
	Transaction log free space is within healthy margins 
	Transaction log free space is within warning margins

--or--

Unable to determine free space, most likely because the SQL Server service is not running
	Transaction log free space is within critical margins

	SQL Server 
	Running
	
	Not running


Tasks

For more information about these tasks, see “Task Details” in the Technical Reference section of this guide.

Table 3   

	Task
	Description

	Display global configuration settings
	Executes the SQL Server stored procedure SP_CONFIGURE for a specified SQL Server instance or a combination of selected instances. This task is instance aware.

	Run SQL Server Profiler (default instance)
	Executes the SQL Server Profiler for the default SQL Server instance

	Run SQL Server Query Analyzer (default instance)
	Executes the SQL Server Query Analyzer for the default SQL Server instance

	Stop SQL Mail
	Executes the SQL Server stored procedure SP_STOPMAIL for all installed SQL Server instances. This task is not supported in the 64-bit version of this Management Pack.

	Start SQL Mail
	Executes the SQL Server stored procedure SP_STARTMAIL for all installed SQL Server instances This task is not supported in the 64-bit version of this Management Pack.

	Start and Stop SQL Agent
	Start or stop the SQL Server Agent for all installed SQL Server instances. This task is instance aware.

	Start and Stop SQL Service
	Start or stop the SQL Server Service for all installed SQL Server instances. This task is instance aware.
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Note

SQL Server Management Pack tasks are not supported on server clusters

Reports

The following table summarizes the reports that are included in the Microsoft SQL Server Management Pack. 

Table 4   Management Pack Reports

	Report
	Description

	All Failed Logins by Count
	Displays all collected failed login data within the specified date range, including cumulative totals for failed login attempts and type.

	All Successful Logins by Count
	Reports successful logins by count. For each user, this report lists the number of successful logins  and the type of connection.

	SQL Server Backup History
	Displays the history of all backups for all instances on a server and includes the ability to drill down on a specified value for more detailed information.

	SQL Server Block Analysis
	Summarizes blocking incidents for a specified SQL Server. For each database on the server, this report includes the names of programs that are affected, the total number of blocks, and the average block time in seconds.

	SQL Server Block Analysis and Detail
	Displays detailed data on each blocking incidents on a specified SQL Server. For each blocking incident, this report includes the name of the database, the program, the block duration, the login name, the resource, the blocked SPID, and the blocking SPID.

	SQL Server Configuration
	Details the configuration of all SQL Server instances and their databases on a server.

	SQL Server Lock Analysis
	Displays the total number of deadlocks, lock requests, and lock waits for all instances on a specified server.

	SQL Server Service Pack
	Reports the version and service pack level of all monitored SQL Server instances.

	Top 25 Percent Failed Logins
	Charts the top 25% of users with failed login attempts within the specified date range, including the cumulative totals for each user.

	Top 25 Percent Successful Logins
	Charts the top 25% of users with successful login attempts within the specified date range, including the cumulative totals for each user.

	SQL Server User Connections by Day
	Displays the number of SQL Server user connections over a specified date range in a graphical form.

	User Connections by Peak Hour
	Displays the number of SQL Server user connections over a specified date range and peak hour time range in a graphical form.


Management Pack Views

In addition to the standard default public views, the SQL Server 2000 Management Pack includes views in the following categories:

· Server Resource Utilization

· SQL Server Health Monitoring

· SQL Server Utilization and Performance

Standard Default Views

Table 5   Management Pack Views — Standard

	Type
	View

	Default
	· Alerts

· Computer Groups

· Computers

· Events

· Performance

· Service Level Exceptions

· State

· Task Status


Server Resource Utilization Views

Table 6   Management Pack Views — Server Resource Utilization

	Type
	View

	CPU Usage
	· % CPU: MOM Process

· % CPU: SQLAGENT Process

· % CPU: SQLMANGR Process

· % CPU: SQLSERVR Process

· Context Switches / second

· Processor Queue Length

· Total % CPU Usage

	Disk Capacity
	· % Free Space

· Free Megabytes

	Disk Performance
	· Average Disk Queue Length

· Current Disk Queue Length

· Disk Read and Write Latency

· Disk Reads and Writes / second

	Memory Usage
	· Memory: Page Reads / second

· Memory: Page Writes / second

· Memory: Pages / second

· Memory: Pool Nonpaged Bytes

· Memory: Pool Paged Bytes

	Network Usage
	· Bytes Received / second

· Bytes Sent / second

· Bytes Total / second


SQL Server Health Monitoring Views

Table 7   Management Pack Views — SQL Server Health Monitoring

	Type
	View

	SQL Agent
	Failed SQL Agent Jobs

	SQL Server Backups
	Failed SQL Backups

	SQL Server Databases
	· Database Free Space alerts

· Database Health alerts

· Transaction Log Free Space alerts

	SQL Server Replication
	· Replication Agents Running

· SQL Server 2000 Replication Servers

	SQL Server Replication\Distributor
	· Delivered Commands / second

· Delivered Transactions / second

	SQL Server Replication\Log Reader
	· Delivered Commands / second

· Delivered Transactions / second

	SQL Server Replication\Merge
	· Conflicts / second

· Downloaded Changes / second

· Uploaded Changes / second

	SQL Server Replication\Snapshot
	· Delivered Commands / second

· Delivered Transactions / second


SQL Server Utilization and Performance Views

Table 8   Management Pack Views — SQL Server Utilization and Performance

	Type
	View

	SQL Server Utilization and Performance
	· Active Transactions

· Average Wait Time / ms

· DBCC Logical Scan Bytes / second

· Full Scans / second

· Lock Blocks

· Lock Timeouts / second

· Log Cache Reads / second

· Log Truncations

· Logins / second

· Memory Grants Pending

· Mixed Page Allocations / second

· Page Writes / second

· Pages Allocated / second


Agentless Monitoring Support

The SQL Server 2000 Management Pack for SCOM 2007, SCOM 2007 SP1, and SCOM 2007 R2upports the following monitoring features on agentless managed computers:

· State monitoring

· Service discovery

· Service availability

· Database health

· Space analysis

· Health and availability monitoring:

· Database configuration monitoring

· Service pack compliance

· Long running agent jobs

· Block analysis

· Replication monitoring

· Server performance threshold monitoring

· Server performance collection 

· Remote connectivity (Client Side Monitoring rule group)

This management pack does not support the following features on SQL Server computers that are monitored without an agent:

· Event collection

· Tasks that start and stop SQL Server services

· Tasks that start and stop SQL Mail

Deploying the Microsoft SQL Server Management Pack
Dependent Components

Some features of the SQL Server 2000 Management Pack require additional components to be installed:

· SQL Server Administration Tools — The “SQL Server Query Analyzer” and "SQL Server Profiler" in the SQL Server 2000 Management Pack requires the SQL Server Administration tools to be installed on SCOM Operator Console computer. Install the SQL Server Administration tools on all SCOM Operator Console computers where these Tasks will be used.

· Windows Base Operating System Management Pack — The Windows Base Operating System public views in the SQL Server 2000 Management Pack are dependent on the Windows Base Operating System Management Pack for performance counter collection. Without the Windows Base Operating System Management Pack installed, some public views in the SQL Server 2000 Management Pack may not display performance data.

Deploying the Management Pack to Clustered Servers

Additional configuration is necessary to monitor SQL Server in a clustered environment.

Monitoring Non-clustered Instances that Reside on Clustered Servers

By default, the SQL Server Management Pack targets monitoring of a server cluster to the virtual cluster. The Management Pack does not monitor the individual instances of SQL Server that reside on the physical computers that are members of the cluster. To monitor these instances, add the physical computer to the Microsoft SQL Server 2000 computer group.

Collecting Service Discovery Data

Service discovery is the process of discovering roles, components, and relationships for managed computers. Each Management Pack collects service discovery data that is specific to the technology that the Management Pack supports. Many features of a Management Pack are not available until after service discovery data is collected for the first time. For example, features that require identifying roles, computer groups, and even target computers for specific tasks require service discovery data. 

The SQL Server 2000 Management Pack collects service discovery data every 8 hours, by default. Therefore, SQL Server-specific service discovery data might not appear in the SCOM Operator console until up to 8 hours after the Management Pack is deployed. Additionally, the reporting component of SCOM relies on a nightly DTS job to transfer data from the SCOM database to the SCOM Reporting database. Therefore, service discovery data will not be available for SQL Server reports until after the 8 hour service discovery period has passed and the next nightly DTS job has completed. 

Configuring Monitoring Scenarios

The SQL Server 2000 Management Pack for SCOM 2007, SCOM 2007 SP1, and SCOM 2007 R2 includes several key monitoring scenarios that are configurable. The following table lists the scenarios that are configurable. This table also indicates which elements of the monitoring scenario can be modified. Finally, this table indicates if additional configuration is necessary in order to use the monitoring scenario. Detailed instructions for each of these monitoring scenarios are included later in this guide.

Table 9   Configurable Monitoring Scenarios

	Scenario
	Configurable Elements
	Configuration Required

	SQL Server Service Availability
	Enable monitoring of the Full Text Search service. Monitoring of this service is disabled by default.
	No

	Database Space Monitoring
	Modify the threshold values that are used to trigger both warning and error events. Disable space monitoring for specific types of databases.
	No

	Remote Connectivity Checking
	Designate and configure client computers to perform remote monitoring. Specify which computers to monitor. Specify the database to query. Adjust the time threshold that triggers a warning event. Specify the query to run against the database.
	Yes

	Service Pack Compliance
	Specify the service pack version to check for. Generate success events, in addition to failure events.
	Yes

	Database Health Monitoring
	Modify the list of high-severity databases. In addition to triggering unhealthy alerts, databases that are defined as high-severity databases will trigger a service unavailable alert as well.
	No

	Database Configuration Monitoring
	Enable this monitoring feature and configure the database configuration settings that you want to apply to your environment
	Yes

	Block Analysis
	Modify the time threshold, 1 minute by default.
	No

	Long Running Agent Jobs
	Modify the time threshold, 60 minutes by default.
	No

	Excluding agent jobs from monitoring
	Create a text file list of agent jobs to exclude from monitoring for long running agent jobs.
	Yes

	Excluding databases from monitoring
	Create a text file list of databases to exclude from the following monitoring scenarios:

· Database space monitoring

· Transaction log space monitoring

· Database health
	Yes

	Performance Thresholds
	Modify the thresholds for performance alerting. Enable rules that are disabled by default and modify thresholds for these rules.
	No

	SQL Replication Performance Collection
	Enable replication performance rules to collect data for public views.
	Yes


SQL Server Service Availability

The SQL Server 2000 Management Pack monitors the availability of critical SQL Server services such as the SQL Server service, the SQL Agent service, and optionally the Full Text Search service. As part of the service check functionality, the SQL Server Management Pack also monitors the availability of SQL Server for connections by querying the server for data. The service check functionality is fully named instance and cluster aware, and it does not generate an alert if a clustered node is passive (and the SQL Server services are not running). On a server with multiple instances of SQL Server installed, each instance is queried to ensure that all appropriate services are running and functional.

Service monitoring and local connectivity is checked every five minutes, by default.

Configuration

Ensure that the following event rule is enabled: SQL Server 2000\State Monitoring and Service Discovery\Event Rules\SQL Server Service Availability. This rule is enabled by default.

Customization

SQL Server service availability monitoring can be customized to either enable or disable monitoring of the Full Text Search service. By default, this feature is disabled.
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Database Space Monitoring

The SQL Server Management Pack monitors the space of all databases and transaction logs. Granular thresholds can be defined based on the role of the databases. 

Database and transaction log space monitoring intelligently monitors free space and takes into account database automatic growth, multiple file groups, and files. The free space check runs every hour, by default, and checks each installed database on the server. When checking the database, each database and transaction log file group and associated file is enumerated.

Configuration

Ensure that the following event rule is enabled: SQL Server 2000\State Monitoring and Service Discovery\Event Rules\SQL Server Space Analysis. This event rule is enabled by default.

Customization

You can modify the threshold values that the event rule uses to trigger warning and error events. You can also disable space monitoring for specific types of databases.

The following table lists the databases that are monitored and the threshold values for both warning and error events. If the indicated database is General, the SQL Server 2000 Space Analysis script is applied to all databases except those specifically called out in the table, such as the System Databases and the TempDB databases. The Model database is excluded from space monitoring.

Table 10   SQL Server Service Availability Script Parameters

	Database
	Warning Threshold
	Error Threshold 

	General databases
	200 MB
	100 MB

	General Transaction logs
	150 MB
	75 MB

	System Databases (MSDB and Master)
	30 MB
	15 MB

	System Transaction Logs (MSDB and Master)
	30 MB
	15 MB

	TempDB
	150 MB
	75 MB

	TempDB Transaction Logs
	200 MB
	100 MB


If you are customizing thresholds, it is recommended that you work with database administrators to determine the appropriate warning and error threshold levels. By default, the space thresholds do not require any customization.
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Reporting for Databases and Logs That Are Configured to Automatically Grow

When checking the free space, each file is checked for the Automatically grow file option. If this option is configured, the SQL Server Management Pack does not generate warnings or errors for these databases.

Excluding Databases from Monitoring

Individual databases can be excluded from monitoring, if required. For more information, see the “Excluding Databases from Monitoring” section later in this guide.

Combining Database Space Monitoring with Disk Space Monitoring

It is recommended that you use database and transaction log free space monitoring in combination with disk space monitoring to ensure that databases that are set to automatically grow have sufficient disk space as they grow. 

The SQL Server Management Pack includes a public view to help monitor disk space. This public view can be found in the SCOM Operator console in the following location: All Public Views\Microsoft SQL Server\SQL Server 2000\ Server Resource Utilization\Disk Capacity.

The following disk space views are provided:

· % Free Space

· Free Megabytes

Both of these views assist in determining whether sufficient free space is available on the disk subsystem.

Remote Connectivity Monitoring

The SQL Server 2000 Management Pack provides a simple way to verify remote connectivity to SQL Server and to verify that users can successfully connect to remote SQL Server databases. While other monitoring tools do not verify that the network stack of a server is functioning or that other network devices between the server and the end user are functioning, the SQL Server 2000 Management Pack provides client-side monitoring of remote SQL Server databases. This feature monitors the availability of SQL Server by querying the server remotely from client computers that you designate.

To check for remote connectivity, the SQL Server Management Pack runs a timed user-defined Transact-SQL remote connectivity script on computers that are members of the Microsoft SQL Server 2000 Client Side Monitoring computer group. The script is run against servers listed in the SQL remote connectivity event rule. If the script fails to execute successfully or takes too long to execute, alerts are generated.

You can designate multiple remote client computers; however, each client computer checks for connectivity on all servers that are listed in the SQL remote connectivity event rule. Specifying multiple remote client computers is useful for checking connectivity from different locations across a network.

Remote connectivity checking requires that SQL Distributed Management Objects (SQL-DMO) components be installed on the designated remote client. You can meet this requirement by installing either of the following on the designated remote client computers: 

· SQL Server

· SQL Server client tools

· A redistributable SQL-DMO package that you have created. For more information about creating a SQL-DMO package, see article 326613 in the Microsoft Knowledgebase at http://support.microsoft.com (http://go.microsoft.com/fwlink/?LinkId=31472).

The following figure demonstrates the two-step process this Management Pack uses for remote connectivity checking.

Figure 1   SQL Server remote connectivity check
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Configuration

Client monitoring of remote connectivity is configured by:

· Installing either SQL Server or SQL Server client tools on the designated client computers.

· Installing a SCOM agent on the designated client computers. Add the designated client computers to the same configuration group that you are using to monitor remote connectivity.

· Adding designated client computers to the Microsoft SQL Server 2000 Client Side Monitoring computer group.

· Ensuring that the SCOM service account on the designated client computer has the appropriate permissions to connect to the SQL Server computers.

Configuring the SQL Server 2000 Remote Connectivity event rule with settings for your environment, including:

· Specify SQL Server computers and instances. These are the computers and instances that client computers attempt to connect remotely to.

· Specify the database to run the query against. By default, the Master database is specified.

· Configure the warning threshold. The default value is 5 minutes.

· Specify the query to run against the database. By default, the query specified is SELECT GETDATE(). 
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Alerts

The results of the query determine the alerts that are generated:

Alert – The query failed to execute.

Warning – The query executed outside the acceptable time threshold.

Event Rules

The event rules associated with client-side monitoring are enabled by default. If you are troubleshooting remote connectivity checking, ensure that the following event rules in the Client Side Monitoring event rule group are enabled:

· SQL Server Remote Connectivity

· SQL Server Remote Connectivity — Execution Failure

· SQL Server Remote Connectivity — Execution Time Warning

Service Pack Compliance

The SQL Server Management Pack can monitor servers running SQL Server to ensure that they are running the most recent SQL Server service pack or hotfix version. This checking generates an alert when a computer is running a service pack or hotfix version earlier than the specified version. The checking can also optionally generate an informational alert for service pack compliance that can be used for auditing purposes.

The Version compliance is performed by using the SQL Server version string, where the version strings beginning with 8 are SQL Server 2000. By default, the Management Pack monitors for compliance with SQL Server 2000 RTM, version string 8.00.194. The following table lists SQL Server version strings and their service pack levels.

Table 11   SQL Server Version Strings and Associated Releases

	Version String
	Service Pack Level

	8.00.194
	SQL Server 2000 RTM

	8.00.384
	SQL Server 2000 Service Pack 1

	8.00.534
	SQL Server 2000 Service Pack 2

	8.00.760
	SQL Server 2000 Service Pack 3


Configuration

By default, service pack compliance is enabled. However, you can modify the version string for your environment. Additionally, you can optionally configure the script to generate an event for service pack compliance success.
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Event rules

The event rules for service pack monitoring are enabled by default. If you are troubleshooting this monitoring feature, ensure that the following event rules in the SQL Server 2000 Health and Availability event rule group are enabled:

· SQL Service Pack Compliance

· SQL Service Pack Compliance — Version does comply

· SQL Service Pack Compliance — Version does not comply

Database Health Monitoring

The SQL Server 2000 Management Pack monitors database health. In the event that a database enters an unhealthy state (such as Suspect), the Management Pack generates an alert. Additionally, if a database is defined as a high severity database, the Management Pack generates a service unavailable alert. By default, the following databases are defined as high severity:

· Master

· TempDB

· Model

· msdb

· Distribution

· OnePoint

Individual databases can be excluded from monitoring, if required. For more information, see the “Excluding Databases from Monitoring” section later in this guide.

Configuration

You can modify the list of high-severity databases within the event rule associated with database health monitoring: SQL Server 2000\State Monitoring and Service Discovery\Event Rules\SQL Server Database Health. 
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Event rules

The event rule for database health monitoring is enabled by default. If you are troubleshooting this monitoring feature, ensure that the following event rule is enabled: SQL Server 2000\State Monitoring and Service Discovery\Event Rules\SQL Server Database Health.

Database Configuration Monitoring

Database configuration monitoring allows you to audit your environment for database configuration settings that you establish as a standard for your organization. By default, this monitoring feature is disabled. You must enable the event rule associated with this monitoring feature and specify the database configuration settings that apply to your environment. The following table lists the configuration settings that are included in database configuration checking, including the default values that are applied when this feature is enabled.

Table 12   SQL Server Configuration Settings

	Configuration Setting
	Default Value

	Auto close
	False — alert if enabled

	Auto create statistics
	True — alert if disabled

	Auto shrink
	False —alert if enabled

	Auto updates statistics 
	True — alert if disabled

	Cross-database ownership chaining
	False — alert if enabled

	Torn page detection 
	True — alert if disabled
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Important

The default values for database configuration monitoring indicate whether an event is generated for a configuration setting that is either enabled or disabled. For example, if the default value of the Auto Close configuration setting is set to False, an event is generated if the Auto Close configuration setting on a database is enabled.

Configuration

Configuration is required to:

· Enable the event rule

· Configure the database configuration settings for your environment.
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Event rules

The event rule for database configuration monitoring is disabled by default. If you are troubleshooting this monitoring feature, ensure that the following event rule is enabled: SQL Server 2000\SQL Server 2000 Health and Availability Monitoring\Event Rules\SQL Server Database Configuration Monitoring.

Block Analysis

The SQL Server 2000 Management Pack monitors locks on SQL Server resources (system process IDs — SPIDs) that block other applications or processes. 

Blocking happens when one connection from an application or process holds a lock on a SQL Server resource and a second connection requests the same resource. This forces the second connection to wait, blocked by the first. One connection can block another connection, regardless of whether they originate from the same application or separate applications on different client computers.

Most blocking problems happen because a single process holds locks for an extended period of time, causing a chain of blocked processes, all waiting on other processes for locks. The SQL Server Management Pack alerts on SPIDs that are blocked for more than one minute, by default. 

Configuration

You can adjust the time threshold for alerting on blocking SPIDs. 

[image: image11.wmf]
Rules

The event rule for block analysis is enabled by default. If you are troubleshooting this monitoring feature, ensure that the following event rule is enabled: SQL Server 2000\SQL Server 2000 Health and Availability Monitoring\Event Rules\SQL Server Block Analysis.

Long-Running Agent Jobs

The SQL Server 2000 Management Pack alerts on SQL Server agent jobs that run longer than 60 minutes, by default. 

A SQL Server agent job is a specified series of operations performed sequentially by SQL Server Agent. A job can perform a wide range of activities, including running Transact-SQL scripts, command line applications, and Microsoft® ActiveX® scripts. SQL Server agent jobs are also responsible for running replication tasks defined by administrators. Jobs can be scheduled to execute at specific times or recurring intervals. 

A long running agent job might indicate a potential problem with SQL Server or with the specified SQL Server agent job. Alerts on long running agent jobs enable you to resolve job issues before these processes cause additional issues or failures in your environment. 

Configuration

This monitoring feature is enabled by default. If you are receiving alerts and your agent jobs are executing correctly, increase the threshold value that is applied to SQL Server agent jobs.
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Rules

The event rule for long-running agent jobs is enabled by default. If you are troubleshooting this monitoring feature, ensure that the following event rule is enabled: SQL Server 2000\State Monitoring and Service Discovery\Event Rules\SQL Server 2000 Long Running Agent Jobs.

Excluding Agent Jobs from Long Running Agent Job Monitoring

You can exclude specific agent jobs from being monitored for long running agent jobs. This allows you to continue to monitor long running agent jobs without being alerted to agent jobs that typically run longer than the threshold you specify for monitoring.

To exclude agent jobs, create a text file list of agent jobs. List agent jobs, one per line using the following format: instance_name\job_name, where:

· The instance_name is the instance that the job originates from.

· The job_name is the name of the job as it appears in the sysjobs table in the msdb database.

The following is an example of a typical entry for a default instance.

Server01\agentjobname

The following is an example of a typical entry for a named instance.

Server01\instancename\agentjobname

Save the file as SQLMPAgentExclude.txt and place it in c:\ on the monitored servers.

Excluding Databases from Monitoring

The SQL Server Management Pack allows administrators to exclude individual databases from script-based monitoring. By adding databases to an exclusion file, alerts are not generated for the following monitoring scenarios:

· Database space monitoring

· Transaction log space monitoring

· Database health

Exclusions are implemented by using a text file on the monitored server. Use the following guidelines:

· List database names, one per line.

· If databases that are to be excluded are in named instances, precede the database name with the instance name(for example, “Instance1\database”). 

· All databases are assumed to be in the default instance unless an instance is specified. 

· Save the file as SQLExclude.txt and place it in c:\.

The exclusions file is parsed when read. If an entry is invalid, the entry line is not applied. Reading continues at the next line until the end of the file is reached. An exclusion file can contain any number of databases; however, an exclusions list places an overhead on monitoring and should not be overused.

The following example shows a typical exclusion file.

Northwind

Master

Pubs

Instance1\Northwind

Instance1\Pubs

Instance2\Northwind

SQL Server Performance Thresholds

The SQL Server 2000 Management Pack alerts on performance thresholds. You should evaluate these thresholds and determine if the default values for these thresholds are appropriate for your environment. The following table lists the default performance thresholds.

Table 13   Default Performance Thresholds

	Counter
	Threshold
	Default State
	Notes

	Cache Hit Ratio
	Less than 90% for 15 minutes
	Enabled
	

	SQLSERVR Process 
	Greater than 90% for 15 minutes
	Disabled
	Computers with more than one CPU will typically report a value greater than 100%

	SQLAgent Process
	Greater than 90% for 15 minutes
	Disabled
	Computers with more than one CPU will typically report a value greater than 100%

	Access Methods : Full Scans
	Greater than 2 for 15 minutes
	Disabled
	

	Buffer Manager : Page Life Expectancy
	Less than 300 seconds
	Disabled
	

	Locks : Number of Deadlocks
	More than 1 within 15 minutes
	Enabled
	

	SQL Server User Connections
	More than 500
	Enabled
	


There are two recommended options for adjusting threshold values:

· Create an override for a performance threshold rule and assign one or more override criteria. Each override criteria applies the value that you specify to a computer or computer group that you choose. When you export the Management Pack, the override name is retained; however, you will need to reset the override criteria when you import the Management Pack.

· Modify the threshold value in the threshold rule. If you choose to modify the threshold value within the threshold rule, you might also want to change the name of the threshold rule to either reflect the new value or to not include a value. If you use this method, the changes you make to the threshold values are exported with the Management Pack. You do not need to reset these values after importing the Management Pack.
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SQL Replication Performance Collection Defaults

This Management Pack collects counters that monitor the health of SQL Server replication. All data that is collected by these counters is displayed in public views. 

Configuration

By default, all replication performance collection rules are disabled. Each performance collection rule must be enabled to collect data.
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Rules

The following replication performance rules are included in this Management Pack:

· Replication Merge Downloaded Changes / second

· Replication Merge Conflicts / second

· Replication Snapshot Delivered Trans / second

· Replication Total Agents Running

· Replication Logreader Delivered Cmds / second

· Replication Logreader Delivered Trans / second

· Replication Merge Uploaded Changes / second

· Replication Distributor Delivered Cmds / second

· Replication Snapshot Delivered Cmds / second

· Replication Distributor Delivered Trans / second

Setting Up Reporting

Some of the SQL Server 2000 Management Pack reports require additional configuration to collect the data required by the report. The following table lists the reports, indicates whether additional configuration is required, and indicates what needs to be configured. Following the table are detailed instructions for completing additional configuration.

Table 14   Report Configuration Requirements

	Report
	Details
	Configuration Required

	SQL Server Configuration
	Data gathered by:

· Script: Service Discovery

· Event rule: State Monitoring and Service Discovery\SQL Server Service Discovery
	No

	SQL Server Service Pack
	Data gathered by:

· Script: Service Discovery

· Event rule: State Monitoring and Service Discovery\SQL Server Service Discovery
	No

	All Failed Logins by Count
	Enable the following:

· SQL Server auditing

· Event rule: Report Collection Rules\Report Collection — SQL Server 2000 Failed Logins

· Event rule: Report Collection Rules\Report Collection — SQL Server 2000 Failed Logins (SQL)
	Yes

	Top 25 Percent Failed Logins
	Enable the following:

· SQL Server auditing

· Event rule: Report Collection Rules\Report Collection — SQL Server 2000 Failed Logins

· Event rule: Report Collection Rules\Report Collection — SQL Server 2000 Failed Logins (SQL)
	Yes

	All Successful Logins by Count
	Enable the following:

· SQL Server auditing

· Event rule: Report Collection Rules\Report Collection — SQL Server 2000 Successful Logins (Trusted)

· Event rule: Report Collection Rules\Report Collection — SQL Server 2000 Successful Logins (Non-trusted)
	Yes

	Top 25 Percent Successful Logins
	Enable the following:

· SQL Server auditing

· Event rule: Report Collection Rules\Report Collection — SQL Server 2000 Successful Logins (Trusted)

· Event rule: Report Collection Rules\Report Collection — SQL Server 2000 Successful Logins (Non-trusted)
	Yes

	SQL Server User Connections by Day
	Data gathered by:

· Performance rule: Report Collection Rules\Report Collection — User Connections
	No

	User Connections by Peak Hour
	Data gathered by:

· Performance rule: Report Collection Rules\Report Collection — User Connections
	No

	SQL Server Lock Analysis
	Data gathered by:

· Performance rule: Report Collection Rules\Report Collection — Locks wait/sec

· Performance rule: Report Collection Rules\Report Collection — Number of deadlocks/sec

· Performance rule: Report Collection Rules\Report Collection — Lock Requests/sec
	No

	SQL Server Block Analysis
	Data gathered by:

· Script: SQL Server 2000 Block Analysis

· Event rule: SQL Server 2000 Health and Availability Monitoring\SQL Server Block Analysis
	No

	SQL Server Block Analysis and Detail
	Data gathered by:

· Script: SQL Server 2000 Block Analysis

· Event rule: SQL Server 2000 Health and Availability Monitoring\SQL Server Block Analysis
	No

	SQL Server Backup History
	Data gathered by:

· Performance rule: Report Collection Rules\Report Collection — Successful Backups

· Performance rule: Report Collection Rules\Report Collection — Failed Backups
	No
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Configuring Public Views

Some of the SQL Server 2000 Management Pack public views require additional configuration to collect the data required by the view. This section lists the public views, categorized by type and indicates any additional configuration that might be required or that can optionally be configured. This section does not list all public views.

Microsoft SQL Server 

Table 15   Public View Criteria and Configuration Requirements

	Public View
	Details
	Configuration Required

	Service Level Exceptions
	Unresolved alerts that have exceeded service levels on SQL Server computers. You can customize the default company service level agreement.
	No

	State
	State view for SQL Server computers. You can customize the roles that the state view is based on. By default, the criteria are based only on the SQL role. You can add additional roles, including Disk, IIS, SCOM Agent, SCOM Server, and OS.
	No
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Microsoft SQL Server\SQL Server 2000\Server Resource Utilization

Many of the views in this group require that the Microsoft Windows Server Base Operating System Management Pack be installed. The Server Resource Utilization views also require you to select computers to graph data for. The following table lists only the views in this category that depend on specific rules in the SQL Server 2000 Management Pack to be enabled. 

Table 16   Public View Criteria and Configuration Requirements

	Public View
	Details
	Configuration Required

	CPU Usage\% CPU — SQLAGENT Process
	This view requires the following performance rule to be enabled: SQL Server 2000\Server Performance Collection\Server Resource Utilization\CPU Performance Collection\%CPU — SQL Server SQLAGENT process. 
	No

	CPU Usage\%CPU — SQLMANGR Process
	This view requires the following performance rule to be enabled: SQL Server 2000\Server Performance Collection\Server Resource Utilization\CPU Performance Collection\%CPU — SQL Server SQLMANGR process. 
	No

	CPU Usage\% CPU — SQLSERVR Process
	This view requires the following performance rule to be enabled: SQL Server 2000\Server Performance Collection\Server Resource Utilization\CPU Performance Collection\%CPU — SQL Server SQLSERV process. 
	No


Microsoft SQL Server\SQL Server 2000\SQL Server Health Monitoring

The following table lists only the public views in this category that depend on rules in the SQL Server 2000 Management Pack to be enabled or that require additional configuration. 

Table 17   Public View Criteria and Configuration Requirements

	Public View
	Details
	Configuration Required

	SQL Agent\Failed SQL Agent Jobs
	This view requires the following event rule to be enabled: SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Agent\A SQL job failed to complete successfully. This rule is enabled by default.
	No

	SQL Server Backups\Failed SQL Backups
	This view requires backup failure event rules to be enabled. These are located in the following  rule group: SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Backup. These rules are enabled by default.
	No

	SQL Server Databases\Database Free Space alerts
	This view requires the following event rule to be enabled SQL Server 2000\State Monitoring and Service Discovery\SQL Server Space Analysis. This rule is enabled by default.
	No

	SQL Server Databases\Database Health alerts
	This view requires the following event rule to be enabled SQL Server 2000\State Monitoring and Service Discovery\SQL Server Database Health. This rule is enabled by default.
	No

	SQL Server Databases\Transaction Log Free Space alerts
	This view requires the following event rule to be enabled SQL Server 2000\State Monitoring and Service Discovery\SQL Server Space Analysis. This rule is enabled by default.
	No

	SQL Server Remote Connectivity\SQL Server Remote Connectivity Alerts
	This view requires the following event rules to be enabled:

· SQL Server 2000\Client Side Monitoring\SQL Server Remote Connectivity — Execution Time Warning

· SQL Server 2000\Client Side Monitoring\SQL Server Remote Connectivity — Execution Failure

· SQL Server 2000\Client Side Monitoring\SQL Server Remote Connectivity

These rules are enabled by default.
	No

	SQL Server Replication
	All SQL Server Replication views require the following configuration:

· SQL Server replication must be enabled on the monitored servers.

· Performance rules in the following rule group must be enabled: SQL Server 2000\Server Performance Collection\Replication Performance Collection. These rules are disabled by default.
	Yes

	SQL Server Service Pack Compliance
	SQL Server Service Pack Compliance views require the following event rules to be enabled:

· SQL Server 2000\SQL Server 2000 Health and Availability Monitoring\SQL Server Service Pack Compliance

· SQL Server 2000\SQL Server 2000 Health and Availability Monitoring\SQL Server Service Pack Compliance — Version does not comply

· SQL Server 2000\SQL Server 2000 Health and Availability Monitoring\SQL Server Service Pack Compliance — Version does comply

These rules are enabled by default.
	No


Microsoft SQL Server\SQL Server 2000\SQL Server Utilization and Performance

The views in this category require that the corresponding rule in the following location be enabled: SQL Server 2000\Server Performance Collection. These rules are enabled by default. The views in this category include the following: 

· Active Transactions

· Average Wait Time / ms

· DBCC Logical Scan Bytes / second

· Full Scans / second

· Lock Blocks

· Lock Timeouts / second

· Log Cache Reads / second

· Log Truncations

· Logins / second

· Memory Grants Pending

· Mixed page allocations / second

· Page Writes / second

· Pages Allocated / second

Configuring Agent Computers to Run in Low Privilege Scenarios

Monitoring functionality on an agent computer is provided by both the SCOM Service (SCOMService.exe) and the Action Account. On Windows 2000, the Action Account must be a member of the local administrators group. On Windows 2003, you can use a low-privileged account for the agent’s Action Account under certain circumstances. However, configuring the Action Account with the necessary rights and privileges to run the SQL Server Management Pack features requires significant manual configuration on the agent computer.

On Windows Server 2003, the Action Account must have the following minimum privileges:

· Member of the Local Users Group.

· Member of the Local “Performance Monitor Users” group.

· “Manage auditing and security log” permission (SeSecurityPrivilege).

· “Allow log on locally” permission (SeInteractiveLogonRight).

In a low-privileged scenario, the SQL Server 2000 Management Pack requires that the account used for the Action Account and the service context that the SCOM Service runs under have additional rights and privileges. The following table details the access rights that must be configured manually. 

Table 18   Access Types Required By the SQL Server 2000 Management Pack   

	Resource
	Access Type
	Instructions

	Windows Event Log
	Read
	The Action Account must be given the “Manage auditing and security log” privilege using Local or Global Policy.

	SQL Server Registry Keys
	Read
	Add the Action Account to the registry properties of HKLM\Software\Microsoft\Microsoft SQL Server and provide read access.

Additionally, add the Action Account to the registry properties for each named instance underneath this registry key and provide read access. For example: HKLM\Software\Microsoft\Microsoft SQL Server\named_instance.

Finally, for the default instance, add the Action Account and provide read access to the following registry key, including the sub-keys listed: HKLM\Software\Microsoft\MSSQLServer:

· Setup

· MSSQLServer

· MSSQLServer\Parameters

· Replication

Manually configuring these subkeys is necessary because the default instance does not pass permissions to lower keys.

	Security login rights to each instance
	Grant access
	For each instance on a managed SQL Server computer, the Action Account must be given grant access rights for security logins. In SQL Server Enterprise Manager, add the Action Account to the following node: instancename\Security\Logins.

	Access to the Master database for each instance (required to monitor long running agent jobs)
	Permit
	For each instance on a managed SQL Server computer, the Action Account must be given permit access to the Master database. In SQL Server Enterprise Manager, add the Action Account to the following node: instancename\Databases\Master\Users. 

Keep all default permissions associated with this new user.

	Access to the sysjobs table of the msdb database for each instance (required to monitor long running agent jobs)
	Select
	For each instance on a managed SQL Server computer, the Action Account must be given select permissions to the sysjobs table of the msdb database. In SQL Server Enterprise Manager, this table is located in the following node: instancename\Databases\msdb\tables\sysjobs.

Open the properties for the table, click Permissions, and then check SELECT for the Action Account.

	Permissions to the xp_sqlagent_enum_jobs extended stored procedure for each instance (required to monitor long running agent jobs)
	Execute
	For each instance on a managed SQL Server computer, the Action Account must be given execute permissions to the xp_sqlagent_enum_jobs extended stored procedure. 
In SQL Enterprise Manager, this procedure is located in the following node: instancename\Databases\Master\Extended Stored Procedures. 

Open the properties for the procedure, click Permissions, and then check EXEC for the Action Account.

	Permissions to the xp_startmail and xp_stopmail extended stored procedure for each instance (required to run the Stop and Start SQL Server Mail tasks)
	Execute
	For each instance on amanaged SQL Server computer, the Action Account must be given execute permissions to the xp_startmail and xp_stopmail extended stored procedures.
In SQL Enterprise Manager, these procedures are located in the following node: instancename\Databases\Master\Extended Stored Procedures.

Open the properties for each of these procedures, click Permissions, and then check EXEC for the Action Account.

	Access to the database (required to run the SQL Server Service Discovery script)
	Default access
	For each database, add the Action Account to the list of users. DB_Owner role membership is not required to run the SQL Server Service Discovery Script. However, DB_Owner membership is required to run the SQL Server Space Analysis script, as noted in the next row in this table.

In SQL Enterprise Manager, navigate to Databases\<database>\Users. Add the Action Account.

	DB_Owner access to the database (required to run the SQL Server Space Analysis script)
	DB_Owner
	For each database, add the Action Account to the list of users with the db_owner role membership.

In SQL Enterprise Manager, navigate to Databases\<database>\Users. Add the Action Account and assign the db_owner database role membership.

	SQL Server Resource Files
	Read and Execute
	For each instance on a managed SQL Server computer, the service account (Network Service) that the SCOM service is running under must have access to the following resource files:

· SQLEVN70.rll

· SQLAGENT.dll 

In the Security properties for these resource files, add the Network Service service account and give this account both Read and Execute permissions.


The following Management Pack tasks are not supported when using a low privilege account:

· Start SQL Service

· Stop SQL Service

· Start SQL Agent

· Stop SQL Agent

Operations Tasks

The best practice is to review and prioritize all alerts on a daily basis. In addition, perform other tasks on a regular basis, depending on your environment. Many important problems do not cause alerts, but they still require periodic attention. The SQL Server Management Pack generates reports that display data over time and present patterns that indicate problems. Review the reports to resolve issues before they generate alerts.

You can perform the daily, weekly, and monthly tasks as specified in this guide. However, adjust the frequency of these tasks to meet the needs of your particular environment.

Daily Tasks

On a daily basis, perform the following tasks:

· Review all open alerts.

· Verify that all servers running SQL Server are communicating with the SCOM Administrator console. Review warnings (optional).

Reviewing All Open Alerts

Review all new alerts in the following order of priority:

· Service Unavailable errors

· Critical errors

· SQL Server scripts, such as the SQL Server Service Availability and SQL Server Remote Connectivity

· Warnings (optional)

· Informational messages (optional)

Not all problems can be repaired in one day or less. Commonly, parts must be ordered or computers must be scheduled for restart. It is important that you follow up on these open alerts to ensure that they are addressed in a timely manner.
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To review open alerts

1. In the SCOM Administrator console, navigate to Monitor, All Open Alerts.

Verifying That All SQL Servers Are Communicating with the SCOM Management Server

Communication failure between the servers running SQL Server and the monitoring infrastructure prevents you from receiving alerts so that you can examine and resolve them.
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Weekly Tasks

In addition to the tasks that you perform daily, review the following reports weekly:

· SQL Server Configuration

· SQL Server Service Pack

· Top 25 Percent Failed Logins

· SQL Server Lock Analysis

· SQL Server Block Analysis

· SQL Server Backup History

For a description of the reports, see the “Reports” section later in this guide.

Monthly Tasks

In addition to the tasks you perform daily, and the reports you review weekly, review reports in the following categories on a monthly basis:

Capacity planning and trending

· User Connections by Day

· User Connections by Peak Hour

Other reports

Review other reports as appropriate for your installation.

As Needed Tasks

It is recommended that you perform the following tasks as required to ensure the availability of SQL Server:

· Review all open alerts.

· Verify that all managed computers are communicating.

· Use the SQL Server public views.

Troubleshooting

Information Events

Information events can be enabled to trace the behavior of the Management Pack. Information events can be enabled for any script-determined health check in the Management Pack, such as Service Availability or Database Free Space Checking. When enabled, an information event is logged when the associated script is run. The event lists the servers or instances excluded during monitoring, such as passive nodes.

To enable information events, set the InformationEvent parameter to True on any script-determined health check.

Connectivity Errors to the Default SQL Server Instance Might Result from Non-default Port Use

If the default instance of SQL Server 2000 is set to a different port than the default port of 1433, you will receive connectivity errors and the SQL Server 2000 Management Pack scripts will not be able to connect to the instance. 

In the SCOM Operator console, these connectivity errors will result in a state view for the server that indicates a green status for the Agent role and a yellow status for the SQL Server role. The State Details view for the server displays the state for each instance installed on the server. For a default instance with a different port than 1433, the state details display green status for Agent and SQL but yellow status for all other aspects of health (Connectivity, DB Health, etc.).

To correct this problem, create a SQL Server client network alias on the monitored server for the default instance. The network alias specifies both the server name and the port number. Create two aliases: one that specifies the DNS fully qualified domain name (FQDN) and one that specifies the NetBIOS name. Use the SQL Server Client Network Utility on the monitored server to create these alias names.

If the server is monitored agentless, then use the SQL Server Network Utility on the monitored server to determine the port number and then use the SQL Server Client Network Utility on the SCOM Management Server to add the alias names of the monitored server. 
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To determine the port number used by the default instance

2. Log onto the computer hosting the SQL Server 2000 default instance. 

3. Point to Start, Programs, Microsoft SQL Server, and click Server Network Utility.

4. On the General tab, select the default instance from the Instances on this server drop-down list.

5. To determine the port number that is assigned to the instance, highlight TCP/IP in the Enabled protocols by order list box and click Properties. Note the port number.
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To create a SQL Server client network alias 

6. Log onto the computer hosting the SQL Server 2000 default instance. If the server is monitored agentlessly, log onto the SCOM Management Server that monitors the server.

7. Point to Start, Programs, Microsoft SQL Server, and then click Client Network Utility.

8. Click the Alias tab, and then click Add.
9. In the Server alias text box, enter the FQDN.

10. In the Network libraries list box, select TCP/IP.

11. In the Connection parameters box, clear the Dynamically determine port check box.

12. In the Port number text box, enter the port number used by the SQL Server 2000 default instance.

13. Click OK.
14. Click Add again to create an alias for the NetBIOS name.

15. In the Server alias text box, enter the NetBIOS name.

16. In the Network libraries list box, select TCP/IP.

17. In the Connection parameters box, clear the Dynamically determine port check box.

18. In the Port number text box, enter the port number used by the SQL Server 2000 default instance.

"Display global configuration settings" task does not work when run against 64-bit version of SQL Server

SQL Server "Display global configuration settings" does not work on 64-bit version of SQL Server. The Task Status event 9898 reports that "The system cannot find the path specified." 

There is currently no workaround for this issue.

System Stored Procedure Sp_helpdb Fails 

If the owner of a database cannot be determined, the sp_helpdb system stored procedure might fail. In this case, the procedure returns an error indicating that it cannot determine the db owner for the database. The SQL Server 2000 Management Pack relies on the sp_helpdb procedure. Therefore, if this procedure fails, some functionality might be lost.

To workaround this issue, set the ownership for the database to a valid login using the sp_changedbowner procedure.

SQL-DMO Uses Excessive Resources and Might Result in Restart of the SCOMHost Process

When monitoring a large number of databases, the working set of SQL-DMO might increase substantially. As a result, the work load is increased for the SCOM Host process (SCOMHost.exe). The SCOM Host process will restart if it exceeds the working set limit (200 MB by default).

There is currently no workaround for this issue. 

Technical Reference

Computer Attributes

The SQL Server 2000 Management Pack collects the following attributes for computers:

· Microsoft SQL Server 2000

· Microsoft Windows Current Version

Computer Groups

The SQL Server 2000 Management Pack includes the following computer groups:

· Microsoft SQL Server 2000

· Microsoft SQL Server 2000 Agentless Server

· Microsoft SQL Server 2000 Client Side Monitoring

Notification Groups

The SQL Server 2000 Management Pack includes one notification group:

· Database Administrators

Task Details

All tasks will execute for all installed instances of SQL Server on a server. SQL Server Management Pack Tasks are not supported on server clusters.

Table 19   Management Pack Task Details

	Task
	Description
	Displays Output
	Agent-Managed
	Server-Managed

	Display global configuration settings
	Executes the SQL Server stored procedure SP_CONFIGURE for a specified SQL Server instance or a combination of selected instances
	
	●
	●

	Run SQL Server Profiler (default instance)
	Executes the SQL Server Profiler for the default SQL Server instance.

This task runs the SQL Server Tasks Execute SQL script with the following parameters:

· Computer name

· Sp_who2
	
	●
	●

	Run SQL Server Query Analyzer (default instance)
	Executes the SQL Server Query Analyzer for the default SQL Server instance

This task runs the SQL Server Tasks Execute Executable script with the following parameters:

· Computer name

· Profiler /E /S
	
	●
	●

	Start SQL Mail
	Executes the SQL Server stored procedure SP_STARTMAIL for all installed SQL Server instances

This task runs the SQL Server Tasks Execute SQL script with the following parameters:

· Computer name

· Xp_startmail

This task is not supported in the 64-bit version of this Management Pack.
	
	●
	●

	Stop SQL Mail
	Executes the SQL Server stored procedure SP_STOPMAIL for all installed SQL Server instances.

This task runs the SQL Server Tasks Execute SQL script with the following parameters:

· Computer name

· Xp_stopmail

This task is not supported in the 64-bit version of this Management Pack.
	
	●
	●

	Start the SQL Agent
	Start the SQL Server Agent for all installed SQL Server instances.

This task runs the SQL Server Tasks Execute Executable script with the following parameters:

· Computer name

· Net start agent
	
	●
	●

	Stop SQL Agent
	Stop the SQL Server Agent for all installed SQL Server instances.

This task runs the SQL Server Tasks Execute Executable script with the following parameters:

· Computer name

· Net stop agent
	
	●
	●

	Start the SQL Service
	Start the SQL Server Service for all installed SQL Server instances.

This task runs the SQL Server Tasks Execute Executable script with the following parameters:

· Computer name

· Net start sql
	
	●
	●

	Stop SQL Service
	Stop the SQL Server Service for all installed SQL Server instances.

This task runs the SQL Server Tasks Execute Executable script with the following parameters:

· Computer name

· Net stop sql
	
	●
	●


Scripts

SQL Server 2000 Block Analysis

This script detects and alerts on blocking system process IDs (SPIDs). 

Associated Event rules

Table 20   Associated Event rules

	Location
	Event rule
	Default Value

	SQL Server 2000\SQL Server 2000 Health and Availability Monitoring\Event Rules
	SQL Server Block Analysis
	Enabled


Dependent Reports

Table 21   Dependent Reports

	Report 
	Description

	SQL Server Block Analysis
	Displays the total number of deadlocks, lock requests, and lock waits for all instances on a specified server.


Script Parameters

Table 22   Script Parameters

	Script Parameter
	Description
	Default Value

	InformationEvent
	Logs an event when this script is run
	False (disabled)

	WaitInMinutes
	The threshold, specified in minutes, for a SQL Server SPID to be considered blocking
	1 (minute)


SQL Server 2000 Database Configuration Monitoring

This script monitors SQL Server database configuration by checking each database in each instance for best practice configurations. 

Associated Event rules

Table 23   Associated Event rules

	Location
	Event rule
	Default Value

	SQL Server 2000\SQL Server 2000 Health and Availability Monitoring\Event Rules
	SQL Server Database Configuration Monitoring
	Disabled

	SQL Server 2000\SQL Server 2000 Health and Availability Monitoring\Event Rules
	SQL Server Database Configuration Monitoring — Database is not configured correctly.
	Enabled


Script Parameters

The default state for database configuration monitoring script parameters indicates whether an event is generated for a configuration setting that is either enabled or disabled. For example, if the default state of the AutoClose parameter is set to False, an event is generated if the AutoClose configuration setting on a database is enabled.

Table 24    Script Parameters

	Script Parameter
	Description
	Default Value

	AutoClose
	Checks for the state of the Auto close configuration setting
	False

	AutoCreateStatistics
	Checks for the state of the Auto create statistics configuration setting
	True

	AutoShrink
	Checks for the state of the Auto shrink configuration setting
	False

	AutoUpdatesStatistics
	Checks for the state of the Auto updates statistics configuration setting
	True

	CrossDBChaining
	Checks for the state of the Cross-database ownership chaining configuration setting. Cross database chaining requires Microsoft SQL Server 2000 Service Pack 3.
	False

	InformationEvent
	Logs an event when this script is run
	False (Disabled)

	TornPageDetection
	Checks for the state of the Torn page detection configuration setting
	True


SQL Server 2000 Database Health

This script checks each database in each instance for the following unhealthy database states:

· Emergency Mode

· Recovering

· Suspect

Associated Event rules

Table 25   Associated Event rules

	Location
	Event rule
	Default Value

	SQL Server 2000\State Monitoring and Service Discovery\Event Rules
	SQL Service Database Health
	Enabled


Script Parameters

Table 26   Script Parameters

	Script Parameter
	Description
	Default Value

	HighSevDatabases
	A comma-separated list of databases that are of high importance and require extra health checks
	master, tempdb, model, msdb, distribution, onepoint 

	InformationEvent
	Generates an information event when the script is run
	False (Disabled)


SQL Server 2000 Long Running Agent Jobs

This script monitors and alerts on agent jobs that run longer than a specified threshold, 60 minutes by default.

Associated Event rules

Table 27   Associated Event rules

	Location
	Event rule
	Default Value

	SQL Server 2000\State Monitoring and Service Discovery\Event Rules
	SQL Server 2000 Long Running Agent Jobs
	Enabled


Script Parameters

Table 28   Script Parameters

	Script Parameter
	Description
	Default Value

	ThresholdInMinutes
	The threshold, in minutes, for a SQL Server agent job to be considered long running.
	60 (minutes)

	InformationEvent
	Generates an information event when the script is run
	False (Disabled)


SQL Server 2000 Remote Connectivity

This script is used to check the connectivity to a SQL instance from a remote client. To check for remote connectivity, this Management Pack runs this timed user-defined Transact-SQL remote connectivity script on computers that are members of the MS SQL Server 2000 Client Side Monitoring computer group. The script is run against servers listed in the SQL remote connectivity event rule. If the script fails to execute successfully or takes too long to execute, alerts are generated.

For more information about configuring the Management Pack for remote connectivity checking, see “Remote Connectivity Monitoring” in the Deployment section of this guide.

Type

VBScript

Run Location

Agent-managed computers that are members of the MS SQL Server 2000 Client Side Monitoring computer group.

Associated Event rules

There are three event rules associated with this script. The SQL Server Remote Connectivity event rule stores the script and script parameters for the remote connectivity checking features. The other two event rules generate alerts based on the results of running the script. 

Table 29   Associated Event rules

	Location
	Event rule
	Default Value

	SQL Server 2000\Client Side Monitoring\Event Rules
	SQL Server Remote Connectivity
	Enabled

	SQL Server 2000\Client Side Monitoring\Event Rules
	SQL Server Remote Connectivity — Execution Failure
	Enabled

	SQL Server 2000\Client Side Monitoring\Event Rules
	SQL Server Remote Connectivity — Execution Time Warning
	Enabled


Script Parameters

Table 30   Script Parameters

	Script Parameter
	Description
	Default Value

	CheckInstances
	A comma-separated list of remote databases to connect to. This list might include only computer names (for a default instance) or a computer and instance name (for example, Server\Instance10).
	Disabled

	DatabaseName
	The database to run the query against. By default, the database is set to Master.
	Enabled

	ExecutionTimeAlert
	The acceptable time for the specified query to execute. If the query takes longer than the specified time to execute, an alert is raised. This number can be a decimal number, for example 0.01. The default value is 5 seconds.
	Enabled

	InformationEvent
	Logs an information event each time the script runs.
	Disabled

	Query
	The Transact-SQL query that is run on the designated client computer to check connectivity to SQL Server databases specified in the CheckInstances script parameter. The default query is SELECT GETDATE.
	Enabled


SQL Server 2000 Replication Monitoring

This script monitors SQL Server replication agents for failures.

Associated Event rules

Table 31   Associated Event rules

	Location
	Event rule
	Default Value

	SQL Server 2000\State Monitoring and Service Discovery\Event Rules
	SQL Server 2000 Replication Monitoring
	Enabled


Script Parameters

Table 32   Script Parameters

	Script Parameter
	Description
	Default Value

	InformationEvent
	Generates an information event when the script is run
	False (Disabled)


SQL Server 2000 Service Availability

This script monitors the availability of key SQL Server services:

· SQL Server

· SQL Agent

· Full Text Search

Service monitoring takes into account named instances and clustering. This script generates an alert if one or more of these services is not running or is set to disabled. 

Associated Event rules

Table 33   Associated Event rules

	Location
	Event rule
	Default Value

	SQL Server 2000\State Monitoring and Service Discovery\Event Rules
	SQL Server Service Availability
	Enabled


Script Parameters

Table 34   SQL Server Service Availability Script Parameters

	Script Parameter
	Description
	Default Value

	CheckSearch
	Logs a warning event when full text search is not available
	Disabled

	InformationEvent
	Logs an information event each time the script runs
	Disabled


SQL Server 2000 Service Discovery

This script is used to discover installed instances of SQL Server 2000 on managed computers. 

Associated Event rules

Table 35   Associated Event rules

	Location
	Event rule
	Default Value

	SQL Server 2000\State Monitoring and Service Discovery\Event Rules
	SQL Server Service Discovery
	Enabled


Script Parameters

Table 36   SQL Server Service Availability Script Parameters

	Script Parameter
	Description
	Default Value

	InformationEvent
	Logs an information event each time the script runs
	Disabled


SQL Server 2000 Service Pack Compliance

This script monitors the service pack level of each instance of SQL Server that is running on the managed computer. The version to check for is passed to the script as a parameter (VersionString). Edit this parameter to specify the service pack compliance level.

Associated Event rules

Table 37   Associated Event rules

	Location
	Event rule
	Default Value

	SQL Server 2000\SQL Server 2000 Health and Availability\Event Rules
	SQL Server Service Pack Compliance
	Enabled

	SQL Server 2000\SQL Server 2000 Health and Availability\Event Rules
	SQL Service Pack Compliance — Version does comply
	

	SQL Server 2000\SQL Server 2000 Health and Availability\Event Rules
	SQL Service Pack Compliance — Version does not comply
	


Script Parameters

Table 38   SQL Service Pack Compliance Script Parameters

	Script Parameter
	Description
	Default Value

	AlertOnAll
	Generates a success event if the version complies.
	False (Disabled)

	InformationEvent
	Logs an information event when the script is run.
	False (Disabled)

	VersionString
	The SQL Server version string that is used to evaluate service pack compliance. The version string is the earliest version that is acceptable to meet service pack compliance.
	8.00.194


SQL Server 2000 Space Analysis

This script checks the available free space of the data files and log files of each database in each SQL Server instance that is installed and running on a managed computer. If a file is set to automatically grow, this information is taken into account. This script generates an event if the amount of free data space or free log space falls below the threshold that is passed to the script. The event identifies the problem and the affected database.

Associated Event rules

Table 39   Associated Event rules

	Location
	Event rule
	Default Value

	SQL Server 2000\State Monitoring and Service Discovery\Event Rules
	SQL Server Space Analysis
	Enabled


Script Parameters

Table 40   SQL Server Service Availability Script Parameters

	Script Parameter
	Database
	Event Severity
	Threshold Value 
	Default Value

	DBErrorLevel
	General databases
	Error
	100 MB
	Enabled

	DBWarningLevel
	General databases
	Warning
	200 MB
	Enabled

	LogErrorLevel
	General Transaction logs
	Error
	75 MB
	Enabled

	LogWarningLevel
	General Transaction logs
	Warning
	150 MB
	Enabled

	SysDBErrorLevel
	System Databases (MSDB and Master)
	Error
	15 MB
	Enabled

	SysDBWarningLevel
	System Databases (MSDB and Master)
	Warning
	30 MB
	Enabled

	SysLogErrorLevel
	System Transaction Logs (MSDB and Master)
	Error
	15 MB
	Enabled

	SysLogWarningLevel
	System Transaction Logs (MSDB and Master)
	Warning
	30 MB
	Enabled

	TempDBErrorLevel
	TempDB
	Error
	75  MB
	Enabled

	TempDBWarningLevel
	TempDB
	Warning
	150 MB
	Enabled

	TempLogErrorLevel
	TempDB Transaction Logs
	Error
	100 MB
	Enabled

	TempLogWarningLevel
	TempDB Transaction Logs
	Warning
	200 MB
	Enabled


Management Pack Rules

SQL Server 2000\Client Side Monitoring

Table 41   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency notes and other notes

	SQL Server Remote Connectivity
	Event
	Yes
	Error
	The following Management Pack features are dependent on this rule being enabled:

· Event rule: SQL Server Remote Connectivity — Execution Failure

· Event rule: SQL Server Remote Connectivity — Execution Time Warning

· Public view: SQL Server 2000\SQL Server Health Monitoring\SQL Server Remote Connectivity\SQL Server Remote Connectivity Alerts

	SQL Server Remote Connectivity — Execution Failure
	Event
	Yes
	
	This rule generates alerts for the following public view: Public view: SQL Server 2000\SQL Server Health Monitoring\SQL Server Remote Connectivity\SQL Server Remote Connectivity Alerts
This rule depends on the following rule being enabled: Event Rule: SQL Server Remote Connectivity

	SQLServer Remote Connectivity — Execution Time Warning
	Event
	Yes
	Warning
	This rule generates alerts for the following public view: SQL Server 2000\SQL Server Health Monitoring\SQL Server Remote Connectivity\SQL Server Remote Connectivity Alerts
This rule depends on the following rule being enabled:

· Event Rule: SQL Server Remote Connectivity


SQL Server 2000\Server Performance Collection

The SQL Server Utilization and Performance public views depend on the rules in this rule group being enabled.

Table 42   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency notes and other notes

	Memory Grants Pending
	Performance Measuring
	Yes
	None
	The corresponding public view depends on this rule being enabled.

	Page Writes / second
	Performance Measuring
	Yes
	None
	The corresponding public view depends on this rule being enabled.

	Lock Blocks
	Performance Measuring
	Yes
	None
	The corresponding public view depends on this rule being enabled.

	Log Cache Reads /second
	Performance Measuring
	Yes
	None
	The corresponding public view depends on this rule being enabled.

	Log Truncations
	Performance Measuring
	Yes
	None
	The corresponding public view depends on this rule being enabled.

	Mixed Page Allocations / second
	Performance Measuring
	Yes
	None
	The corresponding public view depends on this rule being enabled.

	Logins / second
	Performance Measuring
	Yes
	None
	The corresponding public view depends on this rule being enabled.

	Active Transactions
	Performance Measuring
	Yes
	None
	The corresponding public view depends on this rule being enabled.

	DBCC Logical Scan Bytes / second
	Performance Measuring
	Yes
	None
	The corresponding public view depends on this rule being enabled.

	Full Scans / second
	Performance Measuring
	Yes
	None
	The corresponding public view depends on this rule being enabled.

	Lock Timeouts / second
	Performance Measuring
	Yes
	None
	The corresponding public view depends on this rule being enabled.

	Average Wait Time (ms)
	Performance Measuring
	Yes
	None
	The corresponding public view depends on this rule being enabled.

	Pages Allocated / second
	Performance Measuring
	Yes
	None
	The corresponding public view depends on this rule being enabled.


SQL Server 2000\Server Performance Collection\Replication Performance Collection

The SQL Server Replication public views depend on rules in this rule group being enabled.

Table 43   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency notes and other notes

	Replication Merge Downloaded Changes / second
	Performance Measuring
	No
	None
	The Merge\Downloaded Changes / second public view depends on this rule being enabled.

	Replication Merge Conflicts / second
	Performance Measuring
	No
	None
	The Merge\Conflicts / second public view depends on this rule being enabled.

	Replication Snapshot Delivered Trans / second
	Performance Measuring
	No
	None
	The Snapshot\Delivered Transactions / second public view depends on this rule being enabled.

	Replication Total Agents Running
	Performance Measuring
	No
	None
	The Replication Agents Running public view depends on this rule being enabled.

	Replication Logreader Delivered Cmds / second
	Performance Measuring
	No
	None
	The Log Reader\Delivered Commands / second public view depends on this rule being enabled.

	Replication Logreader Delivered Trans / second
	Performance Measuring
	No
	None
	The Log Reader\Delivered Transactions / second public view depends on this rule being enabled.

	Replication Merge Uploaded Changes / second
	Performance Measuring
	No
	None
	The Merge\Uploaded Changes / second public view depends on this rule being enabled.

	Replication Distributor Delivered Cmds / second
	Performance Measuring
	No
	None
	The Distributor\ Delivered Commands / second public view depends on this rule being enabled.

	Replication Snapshot Delivered Cmds / second
	Performance Measuring
	No
	None
	The Snapshot\Delivered Commands / second public view depends on this rule being enabled.

	Replication Distributor Delivered Trans / second
	Performance Measuring
	No
	None
	The Distributor\Delivered Transactions / second public view depends on this rule being enabled.


SQL Server 2000\Server Performance Collection\Server Resource Utilization\CPU Performance Collection

Table 44   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency notes and other notes

	%CPU — SQL Server SQLAGENT process
	Performance Measuring
	Yes
	None
	The CPU Usage\% CPU — SQLAGENT Process public view is dependent on this rule being enabled.

	%CPU — SQL Server SQLMANGR process
	Performance Measuring
	Yes
	None
	The CPU Usage\% CPU — SQLMANGR Process public view is dependent on this rule being enabled.

	%CPU — SQL Server SQLSERV process
	Performance Measuring
	Yes
	None
	The CPU Usage\% CPU — SQLSERVR Process public view is dependent on this rule being enabled.


SQL Server 2000\Server Performance Thresholds

Table 45   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency notes and other notes

	Cache Hit Ratio < 90% for 15 minutes
	Performance Threshold
	Yes
	None
	

	SQLSERVR Process > 90% CPU for 15 minutes
	Performance Threshold
	No
	None
	Computers with more than one CPU will typically report a value greater than 100%

	SQLAGENT Process > 90% CPU for 15 minutes
	Performance Threshold
	No
	None
	Computers with more than one CPU will typically report a value greater than 100%

	Access Methods: Full Scans > 2 for 15 minutes
	Performance Threshold
	No
	None
	

	Buffer Manager: Page Life Expectancy < 300 second
	Performance Threshold
	No
	None
	

	Locks: Number of deadlocks > 1 for 15 minutes
	Performance Threshold
	Yes
	None
	

	SQL Server User Connections > 500
	Performance Threshold
	Yes
	None
	


SQL Server 2000\SQL Server 2000 Event Collection\MSDTC

Table 46   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency notes and other notes

	Commit of internal MSDTC transaction filed
	Event
	Yes
	Warning
	

	Distributed transaction aborted by MSDTC
	Event
	Yes
	Warning
	

	Enlist of MSDTC transaction failed
	Event
	Yes
	Warning
	

	MSDTC Global state is invalid
	Event
	Yes
	Warning
	

	MSDTC on server is unavailable
	Event
	Yes
	Warning
	

	Unknown isolation level requested from MSDTC
	Event
	Yes
	Warning
	


SQL Server 2000\SQL Server 2000 Event Collection\OLE DB

Table 47   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency Notes and other notes

	OLE Automation objects are not supported in fiber mode
	Event
	Yes
	Informa-tion
	

	A failure occurred while giving parameter information to OLE DB provider
	Event
	Yes
	Warning
	

	Could not initialize data source object of OLE DB provider
	Event
	Yes
	Warning
	

	Could not obtain a required interface form OLE DB provider
	Event
	Yes
	Informa-tion
	

	OLE DB provider reported an error committing the current transaction
	Event
	Yes
	Warning
	

	OLE DB provider reported an error aborting the current transaction
	Event
	Yes
	Warning
	

	Could not create a new session on OLE DB provider
	Event
	Yes
	Warning
	

	OLE DB provider reported an error
	Event
	Yes
	Warning
	

	Cannot create OLE DB provider enumeration object installed with SQL Server. Verify installation
	Event
	Yes
	Warning
	

	An error occurred while preparing a query for execution against OLE DB provider
	Event
	Yes
	Warning
	

	Could not create an instance of OLE DB provider
	Event
	Yes
	Warning
	

	Could not create a statement object using OLE DB provider
	Event
	Yes
	Warning
	

	Only a SQL Server 2000 or OLE DB Subscriber can use DTS
	Event
	Yes
	Critical Error
	

	An error occurred while submitting the query text to OLE DB provider
	Event
	Yes
	Warning
	

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Active Directory Helper Service

Table 48   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency Notes and other notes

	Cannot list in Active Directory® because the name is too long
	Event
	Yes
	Warning
	

	Cannot start the MSSQLServerADHelper service
	Event
	Yes
	Warning
	

	The MSSQLServerADHelper service is busy
	Event
	Yes
	Warning
	

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Agent

Table 49   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency notes and other notes

	Job step cannot be run because the subsystem failed to load
	Event
	Yes
	Warning
	

	Unable to connect to SQL Server
	Event
	Yes
	Warning
	

	The agent is suspect. No response within last minutes
	Event
	Yes
	Critical Error
	

	Alert engine stopped due to unrecoverable local eventlog errors
	Event
	Yes
	Warning
	

	Agent shutdown. For more information, see the SQL Server Agent job history for job
	Event
	No
	Informa-tion
	

	SQL Server Agent initiating self-termination
	Event
	Yes
	Warning
	

	Unable to re-open the local eventlog
	Event
	Yes
	Warning
	

	Step of a job caused an exception in the subsystem
	Event
	Yes
	Warning
	

	A SQL job failed to complete successfully
	Event
	Yes
	Warning
	The SQL Agent\Failed SQL Agent Jobs public view is dependent on this rule being enabled.

	Unable to read local eventlog
	Event
	No
	Error
	

	Schedule of job has an invalid schedule and will be ignored
	Event
	Yes
	Warning
	

	SQLServer Agent could not be started
	Event
	Yes
	Warning
	

	A SQL job failed to complete successfully (Consolidation)
	Event
	Yes
	None
	Consolidation rule.

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Backup

Backup failure related rules in this rule group generate events for the SQL Server Backups\Failed SQL Backups public view. Disabling rules in this rule group might result in less complete data for this public view. 

Table 50   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency notes and other notes

	Backup device failed — Operating system error
	Event
	Yes
	Error
	

	Restore — Database restored
	Event
	No
	
	No alert is generated by default.

	Cannot use the backup file because it was originally formatted wi6th different sector size.
	Event
	Yes
	Critical Error
	

	The backed-up database has different version. The server cannot restore or upgrade this database
	Event
	Yes
	Warning
	

	Cannot open backup device
	Event
	Yes
	Warning
	

	Backup — Database differential changes backed up
	Event
	No
	
	No alert is generated by default.

	Operating system error on a device
	Event
	Yes
	Error
	

	The backup data is incorrectly formatted. Backups cannot be appended, but existing backup sets may still be usable
	Event
	Yes
	Warning
	

	Incorrect checksum computed for the backup. The backup set cannot be restored
	Event
	Yes
	Critical Error
	

	Restore — Database file changes restored
	Event
	No
	
	No alert is generated by default.

	The master database has been successfully restored. Shutting down SQL Server
	Event
	Yes
	Informa-tion
	

	The backup of the system database on device cannot be restored because it was created by a different version of the server than this server
	Event
	Yes
	Warning
	

	Backup — Log backed up
	Event
	No
	Success
	No alert is generated by default.

	The transaction log was damaged. All data files must be restored before RESTORE LOG can be attempted
	Event
	Yes
	Warning
	

	Insufficient resources to create UMS scheduler
	Event
	Yes
	Critical Error
	

	Device or media does not support specified object
	Event
	Yes
	Error
	

	Cannot restore the file because it was originally written with the sector size different than the device it is now on
	Event
	Yes
	Warning
	

	RESTORE could not start database.
	Event
	Yes
	Warning
	

	Could not clear bitmap in database. A subsequent backup operation may be slower/larger than normal
	Event
	Yes
	Warning
	

	The database has different version, can only restore such a database that was inactive when it was backed up. This database was not inactive.
	Event
	Yes
	Warning
	

	There is no current database backup. This log backup cannot be used to roll forward a preceding database backup.
	Event
	Yes
	Warning
	

	Database Backup Failed to Complete
	Event
	Yes
	Critical Error
	

	Restore — Database file restored
	Event
	No
	
	No alert is generated by default.

	Backup — Database backed up
	Event
	No
	Success
	No alert is generated by default.

	The server is too busy to perform the backup or restore operation
	Event
	Yes
	Critical Error
	

	Log backup Failed to Complete
	Event
	Yes
	Critical Error
	

	Operating system error during creation/opening of physical device
	Event
	Yes
	Error
	

	Unexpected end of file while reading beginning of backup set
	Event
	Yes
	Warning
	

	Backup — Database file backed up
	Event
	No
	Success
	No alert is generated by default.

	I/O error on backup or restore restart-checkpoint file
	Event
	Yes
	Warning
	

	Failure on backup device — Operating system error
	Event
	Yes
	Warning
	

	The file on device is not a valid Microsoft Tape Format backup set
	Event
	Yes
	Critical Error
	

	Backup — Database file differential changes backed up
	Event
	No
	
	No alert is generated by default.

	Restore — Log  restored
	Event
	No
	
	No alert is generated by default.

	Restore — Database changes restored
	Event
	No
	
	No alert is generated by default.

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Databases

Table 51   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency Notes

	CREATE DATABASE failed. Some file names listed could not be created. Check previous errors.
	Event
	Yes
	Warning
	

	Database could not recover.
	Event
	Yes
	Critical Error
	

	Database cannot be opened due to inaccessible files or insufficient memory or disk space. See the SQL Server errorlog for details.
	Event
	Yes
	Warning
	

	Could not recover database due to unresolved transaction outcomes.
	Event
	Yes
	Critical Error
	

	Could not open FCB for invalid file in database. 
	Event
	Yes
	Critical Error
	

	Descriptor for object in database not found in the hash table during attempt to unhash it.
	Event
	Yes
	Critical Error
	

	Could not mark database as suspect. Get next NC scan on sysdatabases.dbid failed.
	Event
	Yes
	Critical Error
	

	To achieve optimal performance, update all statistics on the database by running sp_updatestats.
	Event
	Yes
	Informa-tion
	

	Cannot recover the mater database. Exiting.
	Event
	Yes
	Critical Error
	

	Attempting to close a database that is not already open. Contact Technical Support.
	Event
	Yes
	Warning
	

	User does not exist in the current database.
	Event
	Yes
	Critical Error
	

	Maximum number of databases used for each query has been exceeded.
	Event
	Yes
	Warning
	

	Process ID attempting to unlock unowned resource.
	Event
	Yes
	Warning
	

	Could not find column in syscolumns for object in database.
	Event
	Yes
	Warning
	

	Could not open new database. CREATE DATABASE is aborted.
	Event
	Yes
	Critical Error
	

	Warning: The outcome of transaction could not be determined because the coordinating database could not be opened. The transaction was assumed to be committed.
	Event
	No
	Warning
	

	Only the owner of database can run the CHECKPOINT statement.
	Event
	Yes
	Informa-tion
	

	Error while redoing logged operation in database.
	Event
	Yes
	Warning
	

	The log for database is not available.
	Event
	Yes
	Warning
	

	CREATE DATABASE failed. COLLATE clause cannot be used with the FOR ATTACH option.
	Event
	Yes
	Warning
	

	Could not update primary file information in sysdatabases.
	Event
	Yes
	Critical Error
	

	CREATE DATABASE failed. Could not allocate enough disk space for a new database on the named disks.
	Event
	Yes
	Critical Error
	

	Error while undoing logged operation in database.
	Event
	Yes
	Warning
	

	Could not allocate new page for database. There are no more pages available in filegroup. Space can be crated by dropping objects, adding additional files, or allowing file growth.
	Event
	Yes
	Critical Error
	

	Attempt to fetch logical page belongs to different object.
	Event
	Yes
	Critical Error
	

	The LSN passed to log scan in database is invalid.
	Event
	Yes
	Warning
	

	An error occurred while processing the log for database. 
	Event
	Yes
	Warning
	

	Could not obtain exclusive lock on database. Retry the operation later.
	Event
	Yes
	Warning
	

	Could not open device
	Event
	Yes
	Critical Error
	

	CREATE DATABASE failed. The default collation of database cannot be set.
	Event
	Yes
	Critical Error
	

	Database incremental changes backed up.
	Event
	Yes
	
	No alert is generated by default.

	Database error: Pages marked with the wrong type
	Event
	Yes
	Warning
	

	Recovery of database detected possible identity value inconsistency in table.
	Event
	Yes
	Warning
	

	Page errors on the GAM, SGAM, or PFS pages do not allow CHECKALLOC to verify database
	Event
	Yes
	Warning
	

	Error recovering database. Could not connect to MSDT to check the completion status of transaction
	Event
	Yes
	Warning
	

	File is not a valid undo file for database.
	Event
	Yes
	Warning
	

	The primary file is unavailable. It must be restored or otherwise made available.
	Event
	Yes
	Warning
	

	Sort failed. Out of space or locks in database.
	Event
	Yes
	Warning
	

	Logical page in database is already hashed.
	Event
	Yes
	Warning
	

	Could not allocate space for object in database because the filegroup is full.
	Event
	Yes
	Critical Error
	

	User has been dropped from current database
	Event
	No
	Success
	

	Sort failure. Prevented overwriting or allocation page in database by terminating sort.
	Event
	Yes
	Critical Error
	

	Could not open tempdb. Cannot continue.
	Event
	Yes
	Critical Error
	

	Cannot roll forward the database with on-disk structure version.
	Event
	Yes
	Warning
	

	Could not write a CHECKPOINT record in database because the log is out of space.
	Event
	Yes
	Critical Error
	

	Log file does not match the primary file. It may be from a different database or the log may have been rebuilt previously.
	Event
	Yes
	Warning
	

	Failed to restart the current database. The current database is switched to master.
	Event
	Yes
	Warning
	

	Database log file is full. Back up the transaction log for the database to free up some log space.
	Event
	Yes
	Warning
	

	Extending database on disk.
	Event
	No
	Informa-tion
	

	Database tempdb allocation errors prevent further processing.
	Event
	Yes
	Critical Error
	

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server DBCC

Table 52   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency notes and other notes

	Permission to execute DBCC denied
	Event
	Yes
	Warning
	

	Object forwarded row page should be pointed to by forwarding row page. Did not encounter forwarding row. Possible allocation error.
	Event
	Yes
	Warning
	

	Loop in data chain detected.
	Event
	Yes
	Warning
	

	Scan on sysindexes returned a duplicate index. Run DBCC CHECKTABLE
	Event
	Yes
	Critical Error
	

	DBCC execution completed. If DBCC printed error messages, contact your system administrator.
	Event
	No
	Informa-tion
	

	Could not find row in sysobjects. Run DBCC CHECKTABLE on sysobjects.
	Event
	Yes
	Critical Error
	

	Chain sequence numbers are out of order in IAM chain.
	Event
	Yes
	Critical Error
	

	Could not find row in sysindexes. Run DBCC CHECTABLE on sysindexes.
	Event
	Yes
	Critical Error
	

	IAM page controls pages in wrong filegroup.
	Event
	Yes
	Warning
	

	Could not locate row in sysobjects for system catalog in database. This system catalog should exist in all databases. Run DBCC CHECKTABLE on sysobjects in this database.
	Event
	Yes
	Warning
	

	Text node referenced by more than one node.
	Event
	Yes
	Warning
	

	User does not have permission to run DBCC for database
	Event
	Yes
	Warning
	

	IAM page is pointed to by the previous pointer of IAM page but was not detected in the scan.
	Event
	Yes
	Warning
	

	DBCC executed found and repaired errors.
	Event
	Yes
	Informa-tion
	

	DBCC cannot free DLL. SQL Server depends on this DLL to function properly.
	Event
	Yes
	Critical Error
	

	Could not check object ID and index ID due to invalid allocation (IAM) page(s).
	Event
	Yes
	Critical Error
	

	Could not read and latch page.
	Event
	Yes
	Warning
	

	Memory allocation error during DBCC processing
	Event
	Yes
	Critical Error
	

	DBCC cannot find the function in the library.
	Event
	Yes
	Critical Error
	

	Did not encounter forwarded row. Possible allocation error.
	Event
	Yes
	Warning
	

	IAM page is pointed to by the next pointer of IAM page but was not detected in the scan.
	Event
	Yes
	Warning
	

	Database is not marked suspect. You cannot drop it with DBCC.
	Event
	Yes
	Informa-tion
	

	Could not find row in sysindexes for clustered index. This index should exist in all databases. Run DBCC CHECKTABLE on sysindexes in the database.
	Event
	Yes
	Warning
	

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Full Text Search 

Table 53   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency notes and other notes

	Full Text Search: Could not find full-text index for database.
	Event
	Yes
	Warning
	

	Full Text Search: Full-text query failed because full-text catalog is not yet ready for queries.
	Event
	Yes
	Warning
	

	Full Text Search: Full-text catalog is in a unusable state. Drop and re-create this full-text catalog.
	Event
	Yes
	Warning
	

	Full Text Search: Full-text catalog lacks sufficient disk space to complete this operation.
	Event
	Yes
	Critical Error
	

	Full Text Search: Full-Text Search is not enabled for the current database. Use sp_fulltext_database to enable Full-Text Search.
	Event
	Yes
	Informa-tion
	

	Full Text Search: Full-text catalog has been lost. Use sp_fulltext_catalog to rebuild and to repopulate this full-text catalog
	Event
	Yes
	Warning
	

	Full Text Search: Search on full-text catalog failed with unknown result
	Event
	Yes
	Critical Error
	

	Full Text Search: An unknown full-text failure occurred
	Event
	Yes
	Warning
	

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server General

Table 54   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency notes and other notes

	Warning: Index may be corrupt because of expression evaluation changes in this release. Drop and re-create the index.
	Event
	Yes
	Critical Error
	

	Could not open error log file.
	Event
	Yes
	Error
	

	Process ID was chosen ad the deadlock victim with P_BACKOUT bit set.
	Event
	Yes
	Warning
	

	Operating System error encountered.
	Event
	Yes
	Warning
	

	SQL Server started in single user mode. Updates allowed to system catalogs.
	Event
	Yes
	Warning
	

	The application, SQLSERVR, generated an application error
	Event
	Yes
	Error
	

	Starting without recovery.
	Event
	Yes
	Warning
	

	Port Bind Error (all ports)
	Event
	Yes
	Error
	

	SQL Server has been paused. No new connections will be allowed.
	Event
	Yes
	Warning
	

	SQL Server Assertion
	Event
	Yes
	Warning
	

	SHUTDOWN is in progress.
	Event
	Yes
	Informa-tion
	

	The query processor could not start the necessary thread resources for parallel query execution
	Event
	Yes
	Warning
	

	The MSSQLServer service terminated unexpectedly
	Event
	Yes
	Critical Error
	

	OPEN OBJECTS parameter may be too low
	Event
	Yes
	Warning
	

	Maximum limit for connections has been reached
	Event
	Yes
	Warning
	

	Transaction was deadlocked on resources with another process and has been chosen as the deadlock victim. Rerun the transaction.
	Event
	Yes
	Warning
	

	The MSSQLServer service terminated unexpectedly
	Event
	Yes
	Critical Error
	

	The provider reported an unexpected catastrophic failure
	Event
	Yes
	Critical Error
	

	The MSSQLServer service terminated unexpectedly
	Event
	Yes
	Critical Error
	

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Log Shipping

Table 55   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency notes and other notes

	The log shipping source has not backed up in minutes.
	Event
	No
	Warning
	

	The log shipping destination is out of sync
	Event
	Yes
	Warning
	

	The database is already involved in log shipping.
	Event
	Yes
	Informa-tion
	

	The database does not seem to be involved in log shipping.
	Event
	Yes
	Informa-tion
	

	Could not remove the monitor as there are still databases involved in log shipping
	Event
	Yes
	Warning
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Mail

Table 56   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency notes and other notes

	MAPI Session Failure
	Event
	Yes
	Error
	

	MAPI Login Failure
	Event
	Yes
	Error
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Performance

Table 57   Rules

	Rule
	Type
	Enabled
	Alert Severity
	Dependency Notes

	The bulk data provider failed to allocate memory.
	Event
	Yes
	Critical Error
	

	No memory for kernel buffers 
	Event
	Yes
	Error
	

	I/O error detected
	Event
	Yes
	Critical Error
	

	I/O request failed I/O verification.
	Event
	Yes
	Critical Error
	

	Could not perform the requested operation because the minimum query memory is not available. Decrease the configure value for the ‘min memory per query’ server configuration option.
	Event
	Yes
	Warning
	

	Not enough memory for process status structure (PSS) allocation.
	Event
	Yes
	Warning
	

	No memory for kernel locks
	Event
	Yes
	Error
	

	Lock request time out period exceeded.
	Event
	Yes
	Error
	

	No more buffers can be stolen.
	Event
	Yes
	Warning
	

	Buffer holding logical page not found in keep pool in SDES for object.
	Event
	Yes
	Critical Error
	

	There is insufficient system memory to run this query.
	Event
	Yes
	Critical Error
	

	Insufficient memory available.
	Event
	Yes
	Warning
	

	Time-out occurred while waiting for buffer latch type.
	Event
	Yes
	Warning
	

	Time out occurred while waiting for buffer latch type. Continuing to wait.
	Event
	Yes
	Warning
	

	Not enough memory for descriptors
	Event
	Yes
	Error
	

	Process tried to remove a buffer resource lock that it does not hold. Contact Technical Support.
	Event
	Yes
	Critical Error
	

	There is no room to hold the buffer resource lock. Contact Technical Support.
	Event
	Yes
	Critical Error
	

	A time out occurred while waiting for memory resources to execute the query. Rerun the query.
	Event
	Yes
	Warning
	

	The provider ran out of memory.
	Event
	Yes
	Critical Error
	

	Nonrecoverable I/O error occurred.
	Event
	Yes
	Critical Error
	

	Could not start I/O for request
	Event
	Yes
	Critical Error
	

	The SQL Server cannot obtain a LOCK resource at this time. Rerun your statement when there are fewer active users or ask the system administrator to check the SQL Server lock and memory configuration.
	Event
	Yes
	Warning
	

	An internal buffer as become full.
	Event
	Yes
	Critical Error
	

	Severity of “Critical Error” or higher — Database Administrator
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Query Processor

Table 58   Rules

	Rule
	Type
	Enabled
	Alert Severity
	Dependency notes and other notes

	Optimized concurrent query limit has been exceeded.
	Event
	Yes
	Warning
	

	Internal Query Processor Error: The query processor encountered an internal limit overflow.
	Event
	Yes
	Critical Error
	

	Internal Query Processor Error: The query processor encountered an unexpected error during the processing of a remote query phase.
	Event
	Yes
	Critical Error
	

	Internal Query Processor Error: The query processor encountered an unexpected error during execution.
	Event
	Yes
	Critical Error
	

	Cannot open or query registry key.
	Event
	Yes
	Warning
	

	The query has been canceled because the estimated cost of this query exceeds the configured threshold. Contact the system administrator.
	Event
	Yes
	Warning
	

	Internal Query Processor Error: The query processor could not obtain access to a required interface.
	Event
	Yes
	Warning
	

	Internal Query Processor Error: The query processor ran out of stack space during query optimization.
	Event
	Yes
	Critical Error
	

	Intra-query parallelism caused your server command to deadlock. Rerun the query without intra-query parallelism by using the query hint option (maxdop 1).
	Event
	Yes
	Warning
	

	Severity of “Critical Error” or higher — Database Administrator
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Replication

Table 59   Rules

	Rule
	Type
	Enabled
	Severity
	Dependency Notes

	Begin LSN specified for replication log scan is invalid.
	Event
	Yes
	Critical Error
	

	The article could not be added to the publication. 
	Event
	Yes
	Critical Error
	

	The article filter could not be added to the article in the publication
	Event
	Yes
	Warning
	

	Another log reader is replicating the database.
	Event
	Yes
	Critical Error
	

	Could not update the distribution database subscription table. The subscription status could not be changed.
	Event
	Yes
	Warning
	

	Replication: agent failure
	Event
	No
	Critical Error
	

	Replication: agent retry
	Event
	No
	Informa-tion
	

	Log Reader Agent startup message.
	Event
	No
	Informa-tion
	

	The system tables for merger replication could not be created successfully
	Event
	Yes
	Warning
	

	The initial snapshot for publication is not yet available.
	Event
	Yes
	Warning
	

	Cannot add login to the publication access list because it does not have access list because it does not have access to the distribution server
	Event
	Yes
	Warning
	

	Could not find the Distributor or the distribution database for the local server. The Distributor may not be installed, or the local server may not be configured as a Publisher at the Distributor.
	Event
	Yes
	Warning
	

	Changing default collation for database, which is used in replication. It is recommended that all replication database have the same default collation.
	Event
	Yes
	Warning
	

	Schema change failed on publication. Possibly due to active snapshot or other schema change activity.
	Event
	Yes
	Warning
	

	Could not remove publication from Active Directory.
	Event
	Yes
	Critical Error
	

	The server is already listed as a Publisher.
	Event
	Yes
	Informa-tion
	

	Could not drop the Distributor. This Distributor has associated distribution databases.
	Event
	Yes
	Warning
	

	Could not adjust the replication state of database.
	Event
	Yes
	Warning
	

	Schema replication failed.
	Event
	Yes
	Critical Error
	

	Could not add the distribution database. This distribution database already exists.
	Event
	Yes
	Warning
	

	Could not allocate memory for replication.
	Event
	Yes
	Critical Error
	

	The login account does not have access permission on publication because it is not in the publication access list.
	Event
	Yes
	Critical Error
	

	The log was not truncated because records at the beginning of the log are pending replication. Ensure the log Reader Agent is running or use sp_repldone to mark transactions as distributed.
	Event
	Yes
	Warning
	

	Not configured as a Distributor.
	Event
	Yes
	Informa-tion
	

	Remove replicated transactions
	Event
	No
	Informa-tion
	

	The Snapshot Agent corresponding to the publication could not be dropped.
	Event
	Yes
	Warning
	

	Cannot copy subscriptions because there is no synchronized subscription found in the database.
	Event
	Yes
	Warning
	

	Replication: agent failed.
	Event
	Yes
	Critical Error
	

	The Log Reader Agent encounte5red an unexpected log record of type while processing DML operation. 
	Event
	Yes
	Critical Error
	

	Replication: agent success
	Event
	No
	Success
	

	Could not drop the distribution database. This distributor database is associated with a Publisher.
	Event
	Yes
	Warning
	

	The user does not have permissions to run agents for push subscriptions. Make sure that you specify the agent parameter “SubscriptionType”.
	Event
	Yes
	Informa-tion
	

	This database is not enabled for publication.
	Event
	Yes
	Warning
	

	The system tables for merge replication could not be dropped successfully
	Event
	Yes
	Critical Error
	

	The queue for this subscription with queue_id= is not empty. Run the Queue Reader Agent to make sure the queue is empty before setting mode from [queued] to [immediate].
	Event
	Yes
	Warning
	

	The subscription is not initialized or not created for failover mode operations.
	Event
	Yes
	Warning
	

	Not a valid parameter for the Log Reader Agent.
	Event
	Yes
	Warning
	

	The specified LSN for repldone log scan occurs before the current start of replication in the log.
	Event
	Yes
	Critical Error
	

	Snapshot failed to process publication. Possibly due to active schema change activity.
	Event
	Yes
	Warning
	

	Article update successful.
	Event
	No
	Success
	

	Could not clean up the distribution transaction tables.
	Event
	Yes
	Warning
	

	Failed to create a sub-directory under the replication working directory.
	Event
	Yes
	Critical Error
	

	Could not drop the article(s) from the publication.
	Event
	Yes
	Warning
	

	Invalid parameter for the Snapshot Agent.
	Event
	Yes
	Warning
	

	The user does not have permissions to run agents for push subscriptions. Make sure that you specify the agent parameter “SubscriptionType”.
	Event
	Yes
	Warning
	

	The remote server is not defined as a subscription server
	Event
	Yes
	Warning
	

	Could not drop publication. A subscription exists to it.
	Event
	Yes
	Warning
	

	The initial snapshot for article is not yet available.
	Event
	Yes
	Warning
	

	An error occurred while waiting 9on the article cache access event.
	Event
	Yes
	Critical Error
	

	Only members of the sysadmin fixed server role can drop the pull subscription to the publication.
	Event
	Yes
	Informa-tion
	

	The database is not published.
	Event
	Yes
	Informa-tion
	

	Distribution retention periods must be greater than 0.
	Event
	Yes
	Informa-tion
	

	Invalid article status specified when adding article.
	Event
	Yes
	Warning
	

	Replication: agent succeeded.
	Event
	No
	Success
	

	The specified begin LSN for replication log scan occurs before replbeginlsn. 
	Event
	Yes
	Warning
	

	Database is not configured as a distribution database.
	Event
	Yes
	Informa-tion
	

	Could not clean up the distribution history tables.
	Event
	Yes
	Critical Error
	

	The article filter could not be dropped from the article in the publication.
	Event
	Yes
	Warning
	

	Could not get replication information for table.
	Event
	Yes
	Critical Error
	

	The user has updated the distribution database property successfully.
	Event
	No
	Success
	

	Replication: agent scheduled for retry
	Event
	No
	Informa-tion
	

	Not a valid parameter for the Distribution Agent.
	Event
	Yes
	Warning
	

	The Publisher could not be created at this time.
	Event
	Yes
	Warning
	

	Table cannot participate in updatable subscriptions because it is published for merge replication.
	Event
	Yes
	Informa-tion
	

	Only members of the sysadmin fixed server role and db_owner fixed database role can drop subscription to publication.
	Event
	Yes
	Informa-tion
	

	Failed to coyp user script file to the Distributor
	Event
	Yes
	Critical Error
	

	Could not drop the publication.
	Event
	Yes
	Warning
	

	Replication failure.
	Event
	Yes
	Critical Error
	

	Cannot drop Subscriber. There are subscriptions from it in the publication database.
	Event
	Yes
	Warning
	

	Server of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Security

Table 60   Rules

	Rule
	Type
	Enabled
	Alert Severity
	Dependency notes and other notes

	Group Changed
	Event
	No
	Informa-tion
	

	Could not get version information correctly
	Event
	Yes
	Warning
	

	Authentication failed
	Event
	Yes
	Critical Error
	

	Revoked login access
	Event
	No
	Success
	

	The user does not have permission to run the RECONFIGURE statement
	Event
	Yes
	Warning
	

	Could not connect to server because it is not defined as a remote login at the server.
	Event
	Yes
	Warning
	

	SQL Server shutdown due to Ctrl-C or Ctrl-Break signal.
	Event
	No
	Warning
	

	Could not add login using sp_addlogin. Terminating this procedure
	Event
	Yes
	Warning
	

	Login failed for user. Only administrators may connect at this time.
	Event
	Yes
	Warning
	

	Permission denied on object.
	Event
	Yes
	Warning
	

	The user does not have the required permissions to complete the operations.
	Event
	Yes
	Critical Error
	

	The provider indicates that the user did not have the permission to perform the operations.
	Event
	Yes
	Critical Error
	

	Could not obtain information about Windows NT group/user
	Event
	Yes
	Warning
	

	No permission to access database
	Event
	Yes
	Warning
	

	SQL Server is disallowing new connections due to ‘pause’ request from Service Control Manager.
	Event
	Yes
	Warning
	

	Could not grant login access
	Event
	Yes
	Warning
	

	Only the owner of DTS Package or a member of the sysadmin role may create new versions of it.
	Event
	Yes
	Informa-tion
	

	Could not do cleanup for the killed process.
	Event
	Yes
	Warning
	

	Cannot determine the service account for SQL Server instance.
	Event
	Yes
	Warning
	

	Login failed for user. Reason: Not associated with a trusted SQL Server connection
	Event
	No
	Warning
	

	The user does not have permission to use the KILL statement
	Event
	Yes
	Warning
	

	Grantor does not have GRANT permission
	Event
	Yes
	Critical Error
	

	Cannot drop the role
	Event
	Yes
	Warning
	

	The user does not have sufficient permission to run this command.
	Event
	Yes
	Critical Error
	

	Login dropped
	Event
	No
	Success
	

	Login failed for user. Reason: Server is in single user mode. Only one administrator can connect at this time.
	Event
	Yes
	Warning
	

	Could not revoke login access
	Event
	Yes
	Warning
	

	Only members of db_owner can drop the anonymous agent.
	Event
	Yes
	Warning
	

	Login failed. The maximum workstation licensing limit for SQL Server access has been exceeded.
	Event
	Yes
	Critical Error
	

	Access is denied due to a password failure
	Event
	Yes
	Critical Error
	

	Login failed. The maximum simultaneous user count has been exceeded. Additional licenses should be obtained and registered through the Licensing application in the Windows NT Control Panel.
	Event
	Yes
	Critical Error
	

	Could not get license information correctly.
	Event
	Yes
	Critical Error
	

	Cannot open user default database. Login failed.
	Event
	Yes
	Critical Error
	

	The user is not authorized to perform this operation.
	Event
	Yes
	Warning
	

	The license agreement haws been violated.
	Event
	Yes
	Critical Error
	

	Shutting down SQL Server. The login has insufficient authority. Membership of the sysadmin role is required to use.
	Event
	Yes
	Critical Error
	

	SQL Server terminating because of system shutdown.
	Event
	Yes
	Error
	

	User is not a local user. Remote login denied.
	Event
	Yes
	Critical Error
	

	Only members of the sysadmin role can use the login name option. The password was not changed.
	Event
	Yes
	Critical Error
	

	Role change failed
	Event
	Yes
	Critical Error
	

	Denied login access
	Event
	No
	Success
	

	The user does not have permission to use the BULK INSERT statement
	Event
	Yes
	Critical Error
	

	Could not deny login access
	Event
	Yes
	Warning
	

	The user does not have permission to alter the database
	Event
	Yes
	Warning
	

	Login failed for user.
	Event
	No
	Warning
	

	The user does not have permission to run DISK statements.
	Event
	Yes
	Warning
	

	Permission denied on column
	Event
	Yes
	Warning
	

	The login does not exist.
	Event
	Yes
	Critical Error
	

	Encryption requested but no valid certificate was found. SQL Server terminating.
	Event
	Yes
	Warning
	

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Tables

Table 61   Rules

	Rule
	Type
	Enabled
	Alert Severity
	Dependency Notes

	System table in wrong filegroup.
	Event
	Yes
	Warning
	

	Table error: The text, ntext, or image node has incorrect node type.
	Event
	Yes
	Critical Error
	

	Table error: IAM chain linkage error.
	Event
	Yes
	Critical Error
	

	Could not open referenced table.
	Event
	Yes
	Warning
	

	Commit record has already been distributed. Check DBTABLE.
	Event
	Yes
	Critical Error
	

	Table error: Page is missing references from parent (unknown) and previous nodes. Possible bad root entry in sysindexes.
	Event
	Yes
	Warning
	

	Table error: Page is missing a reference from previous page. Possible chain linkage problem.
	Event
	Yes
	Warning
	

	Table error: Wrong PageId in the page header
	Event
	Yes
	Warning
	

	Table error: Column is not a valid complex column.
	Event
	Yes
	Warning
	

	Statistics for all tables have been updated
	Event
	No
	Success
	

	Table error: Page was not seen in the scan although its parent and previous refer to it. Check any previous errors.
	Event
	Yes
	Warning
	

	Invalid begin LSN for commit record. Check DBTABLE.
	Event
	Yes
	Critical Error
	

	Conflict table does not exist.
	Event
	Yes
	Critical Error
	

	Table error: Cross object linkage. Page PGID->next is not in the same index.
	Event
	Yes
	Critical Error
	

	Could not retrieve row from page by RID because the requested RID has a higher number than the last RID on the page.
	Event
	Yes
	Error
	

	The user is not allowed to truncate the system table.
	Event
	Yes
	Warning
	

	Table error: Chain linkage mismatch.
	Event
	Yes
	Critical Error
	

	Table error: Table missing or invalid key in index for the row.
	Event
	Yes
	Warning
	

	Table error: B-tree level mismatch, page does not match level from parent
	Event
	Yes
	Critical Error
	

	Table error: The column is not valid for this table.
	Event
	Yes
	Warning
	

	Table error: Parent node for page was not encountered.
	Event
	Yes
	Warning
	

	Could not find FOREIGN KEY constraints for table, although the table is flagged as having them.
	Event
	Yes
	Warning
	

	No slots are free to keep buffers for table.
	Event
	Yes
	Critical Error
	

	Table error: Allocation page has invalid page header values.
	Event
	Yes
	Critical Error
	

	Table error: Test failed. Slot overlaps with the prior row.
	Event
	Yes
	Warning
	

	Table error: The next pointer of refers to page. Neither its parent were encountered. Possible bad chain linkage.
	Event
	Yes
	Warning
	

	CHECKTABLE processing of object encountered page twice. Possible internal error or allocation fault.
	Event
	Yes
	Warning
	

	Table error: Address is not aligned.
	Event
	Yes
	Warning
	

	Table error: Slot, row extends into free space
	Event
	Yes
	Warning
	

	CHECKTABLE terminated. A failure was detected while collecting facts. Possibly tempdb out of space or a system table is inconsistent. Check previous errors
	Event
	Yes
	Critical Error
	

	The nonclustered index indicated by the index ID is in error
	Event
	Yes
	Critical Error
	

	One or more indexes are damaged and must be repaired or dropped
	Event
	Yes
	Error
	

	Table error: Cross object linkage
	Event
	Yes
	Critical Error
	

	Table: No columns without statistics found
	Event
	No
	Critical Error
	

	Failed to drop column from table.
	Event
	Yes
	Critical Error
	

	Table error: Unexpected page type
	Event
	Yes
	Critical Error
	

	Table error: Page is allocated to different object found in page header.
	Event
	Yes
	Warning
	

	Table error: The text, ntext, or image node at page is reference by page not seen in the scan.
	Event
	Yes
	Warning
	

	Table error: The text, ntext, or image node at page is not referenced.
	Event
	Yes
	Warning
	

	Table error: B-tree chain linkage mismatch.
	Event
	Yes
	Critical Error
	

	Table error: Cross object linkage: Parent page in object next refer to page not in the same object.
	Event
	Yes
	Critical Error
	

	Table error: cross-object chain linkage.
	Event
	Yes
	Critical Error
	

	Table error: Page is in its header is allocated by another object.
	Event
	Yes
	Warning
	

	Table error: Extend object is beyond the range of this database.
	Event
	Yes
	Warning
	

	Table error: The previous link on page does not match the previous page that the parent, slot expects for this page.
	Event
	Yes
	Warning
	

	Cannot retrieve row from page by RID because the slot id is not valid.
	Event
	Yes
	Critical Error
	

	Table error: Page allocated to object was not seen. Page may be invalid or have incorrect object ID information in its header.
	Event
	Yes
	Warning
	

	Could not find CHECK constraint, although the table is flagged as having one.
	Event
	Yes
	Warning
	

	Table error: B-tree page has two parent nodes
	Event
	Yes
	Critical Error
	

	Table error: Extra or invalid key.
	Event
	Yes
	Warning
	

	Failed to add column to table.
	Event
	Yes
	Critical Error
	

	Table error: The text, ntext, or image node at page, slot, text does not match its reference from page, slot.
	Event
	Yes
	Warning
	

	Table error: The low key value on page is not the key value in the parent.
	Event
	Yes
	Warning
	

	Unique table computation failed.
	Event
	Yes
	Critical Error
	

	Table: Creating statistics for the following columns.
	Event
	No
	Informa-tion
	

	Table error: The text, ntext, or image node has wrong type.
	Event
	Yes
	Critical Error
	

	Table error: Index node page refers to child page and previous child, but they were not encountered.
	Event
	Yes
	Warning
	

	Table error: IAM page is linked in the IAM chain for object.
	Event
	Yes
	Warning
	

	Table error: The high key value on page is not less than the low key value in the parent, slot of the next page.
	Event
	Yes
	Warning
	

	Could not resolve the referenced column name in table.
	Event
	Yes
	Warning
	

	Table error: page is out of the range of this database.
	Event
	Yes
	Warning
	

	Table error: Object, index, page Test failed. Slot — Offset is invalid.
	Event
	Yes
	Critical Error
	

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server Web Assistant

Table 62   Rules

	Rule
	Type
	Enabled
	Alert Severity
	Dependency Notes

	SQL Web Assistant: Could not establish a local connection to SQL Server.
	Event
	Yes
	Critical Error
	

	SQL Web Assistant: Could not execute the SQL statement.
	Event
	Yes
	Warning
	

	SQL Web Assistant: Web task not found. Verify the name of the task for possible errors.
	Event
	Yes
	Warning
	

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Event Collection\SQL Server XML

Table 63   Rules

	Rule
	Type
	Enabled
	Alert Severity
	Dependency Notes

	XML: Failed to load Msxml2.dll.
	Event
	Yes
	Critical Error
	

	XML: FOR XML EXPLICIT stack overflow occurred. Circular parent tag relationships are not allowed.
	Event
	Yes
	Critical Error
	

	XML: XML error.
	Event
	Yes
	Warning
	

	XML: XML document could not be created because server memory is low. Use sp_xml_removedocument to release XML documents.
	Event
	Yes
	Warning
	

	XML: Failed to save the XML text stream. The server resources may be too low.
	Event
	Yes
	Critical Error
	

	XML: XML parsing error.
	Event
	Yes
	Informa-tion
	

	XML: Failed to instantiate class. Make sure Msxml2.dll exists in the SQL Server installation.
	Event
	Yes
	Critical Error
	

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server SQL Server Health and Availability Monitoring

Table 64   Rules

	Rule
	Type
	Enabled
	Alert Severity
	Dependency Notes

	SQL Server Database Configuration Monitoring — Database is not configured correctly
	Event
	Yes
	Warning
	

	SQL Server Service Pack Compliance — Version does not comply
	Event
	Yes
	Warning
	The SQL Server Service Pack Compliance public view depends on this rule being enabled.

The following rule must be enabled for this rule to work: SQL Service Pack Compliance. 

	SQL Server Database Configuration Monitoring
	Event
	No
	
	

	SQL Server Service Pack Compliance
	Event
	Yes
	
	The following rules are dependent on this rule being enabled:

· SQL Service Pack Compliance — Version does comply

· SQL Service Pack Compliance — Version does not comply

The SQL Server Service Pack Compliance public view depends on this rule being enabled.

	SQL Server 20000 Long Running Agent Jobs
	Event
	Yes
	
	

	SQL Server Service Pack Compliance — Version does comply.
	Event
	Yes
	Success
	The SQL Server Service Pack Compliance public view depends on this rule being enabled.

The following rule must be enabled for this rule to work: SQL Service Pack Compliance. 

	SQL Server Block Analysis
	Event
	Yes
	
	The following Management Pack features are dependent on this rule being enabled:

· Report: SQL Server Block Analysis

· Report: SQL Server Block Analysis and Detail

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


SQL Server 2000\SQL Server 2000 Report Collection Rules

Table 65   Rules

	Rule
	Type
	Enabled
	Alert Severity
	Dependency Notes

	Report Collection — Successful backups
	Event Collection
	Yes
	None
	The following Management Pack features are dependent on this rule being enabled:

· Report: SQL Server Backup History

	Report Collection — SQL Server 2000 Successful Logins (Non-Trusted)
	Event Collection
	No
	None
	The following Management Pack features are dependent on this rule being enabled:

· Report: All Successful Logins by Count

· Report: Top 25 Percent Successful Logins

	Report Collection — SQL Server 2000 Failed Logins
	Event Collection
	No
	None
	The following Management Pack features are dependent on this rule being enabled:

· Report: All Failed Logins by Count

· Report: Top 25 Percent Failed Logins 

	Report Collection — SQL Server 2000 Failed Logins (SQL)
	Event Collection
	No
	None
	The following Management Pack features are dependent on this rule being enabled:

· Report: All Failed Logins by Count

· Report: Top 25 Percent Failed Logins 

	Report Collection — SQL Server 2000 Successful Logins (Trusted)
	Event Collection
	No
	None
	The following Management Pack features are dependent on this rule being enabled:

· Report: All Successful Logins by Count

· Report: Top 25 Percent Successful Logins

	Report Collection — Failed backups
	Event Collection
	Yes
	None
	The following Management Pack features are dependent on this rule being enabled:

· Report: SQL Server Backup History

	Report Collection — Lock Waits/sec
	Performance Measuring
	Yes
	None
	The following Management Pack features are dependent on this rule being enabled:

· Report: SQL Server Lock Analysis

	Report Collection — User Connections
	Performance Measuring
	Yes
	None
	The following Management Pack features are dependent on this rule being enabled:

· Report: SQL Server User Connections by Day

· Report: User Connections by Peak Hour

	Report Collection — Lock Requests/sec
	Performance Measuring
	Yes
	None
	The following Management Pack features are dependent on this rule being enabled:

· Report: SQL Server Lock Analysis

	Report Collection — Number of Deadlocks/sec
	Performance Measuring
	Yes
	None
	The following Management Pack features are dependent on this rule being enabled:

· Report: SQL Server Lock Analysis


SQL Server 2000\State Monitoring and Service Discovery

Table 66   Rules

	Rule
	Type
	Enabled
	Alert Severity
	Dependency Notes

	SQL Server Database Health
	Event
	Yes
	
	The SQL Server Databases\Database Health alerts public view depends on this rule being enabled.

	SQL Server Service Availability
	Event
	Yes
	
	

	SQL Server Service Discovery
	Event
	Yes
	
	The following Management Pack features are dependent on this rule being enabled:

· State Monitoring: SQL Server State Monitoring

· Computer Group: MSSQL Server 2000

· Report: SQL Server Configuration

· Report: SQL Server Service Pack

	SQL Server 2000 Replication Monitoring
	Event
	Yes
	
	

	SQL Server Space Analysis
	Event
	Yes
	
	The following public views depend on this rule being enabled:

· SQL Server Databases\Database Free Space alerts

· SQL Server Databases\Transaction Log Free Space alerts

	Severity of “Critical Error” or higher — Database Administrators
	Alert
	Yes
	Notifica-tion
	


